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Preface

On March 15, 2002 we held a workshop on network interdiction and
the more general problem of stochastic mixed integer programming at
the University of California, Davis. Jestis De Loera and I co-chaired the
event, which included presentations of on-going research and discussion.
At the workshop, we decided to produce a volume of timely work on the
topics. This volume is the result.

Each chapter represents state-of-the-art research and all of them were
refereed by leading investigators in the respective fields. Problems as-
sociated with protecting and attacking computer, transportation, and
social networks gain importance as the world becomes more depen-
dent on interconnected systems. Optimization models that address the
stochastic nature of these problems are an important part of the research
agenda. This work relies on recent efforts to provide methods for ad-
dressing stochastic mixed integer programs. The book is organized with
interdiction papers first and the stochastic programming papers in the
second part. A nice overview of the papers is provided in the Foreward
written by Roger Wets.

We are grateful to Roger Wets not only for providing us with a Fore-
ward to this volume, but also for his leadership at UC Davis that essen-
tially made the workshop possible. People often speak of seminal papers,
but Roger has also provided us with a seminal presence. In addition,
we want to thank Kevin Wood who came to Davis before the workshop
and helped introduce us to problems in interdiction and introduced us to
some of the research and researchers in the field. Finally, we wish to ac-
knowledge the Air Force Office of Sponsored Research for their support
of the workshop under grant F49620-01-0327.

DAVID L. WOODRUFF
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Foreword

It’s certainly a sign of the vitality of the field of Stochastic Program-
ming that in the week of March 11-15, 2002, two major workshops could
be organized. Both of them with the participation of some of the leaders
in the field and about than 10,000 km apart. The meeting in Laxenburg
(Austria) concentrated on ‘Dynamic Stochastic Optimization’ whereas
the Davis (California) meeting was devoted to ‘Network Interdiction and
Stochastic Integer Programming.” This volume is the proceedings of the
Davis workshop.

Under the leadership of David Woodruff (Graduate School of Man-
agement) and Jesus De Loera (Department of Mathematics), research
at the University of California, Davis in Stochastic Programming is now
branching out in one of the most challenging areas: Stochastic Inte-
ger Programming. In fact, as suggested by the papers in this volume,
Stochastic Integer Programming has become a major research theme in
the Western United States with the non-negligible help of the Duisburg
(Germany) connection.

A major component of David’s research had been in manufacturing
and his int ital interest in stochastic programming was motivated by
the need to take into account the inherent uncertainty in the manu-
facturing process. How to deal with certain disjunctive variables in a
stochastic programming model for oil exploration came up a little later,
when Tore Jonsbrgaten from Stavanger (Norway) came on a post-doc
visit to Davis. By then, David had a serious commitment to designing
practical procedures for solving stochastic integer programs of various
types. One direction that seemed promising was to work on (stochastic)
network interdiction problems that had already been investigated just a
few miles south of Davis at the Naval Postgraduate School in Monterey
(California).

Jesus followed a more ‘theoretical’ path to come to the field. His ini-
tial interests were centered around a number of problems in Algebraic
Geometry, but a post-doc year at Cornell University motivated him to
also include Integer Programming and Combinatorial Optimization in
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his research plans. It was difficult to ignore, one of the older member
of his department pointing out that stochastic integer programs were a
super-abundant source of mathematically challenging problems and that
progress in this area was bound to have significant impact in practice.
This lead Jesus to visit Duisburg were Raymond Hemmecke was finish-
ing his Ph.D. thesis under the leadership of Riidiger Schultz, one of the
leaders in the field. Raymond is now a Visiting Research Assistant Pro-
fessor in Davis and, among others, provides a bridge between David’s
and Jesus’ teams.

The Network Interdiction Problem has a wide variety of applications
both in the transportation area, but more recently and very prominently,
in the communications area. An elementary version of this problem
would read: Given a network carrying flow from a source node s to a
destination node ¢, find those ‘operations’ that will reduce as much as
possible the maximum flow that can be carried from s to #; an opera-
tion could be destruction of certain nodes or reducing the capacity on
certain arcs, possibly to zero. In view of the max-flow/min-cut theo-
rem, the problem can roughly be viewed as one of finding the operations
that will affect the topology of the network so as to minimize the min-
cut. The problem is NP-hard! The analysis provides both strategies
that would minimize flow between origin and destination, and could
help in the design of networks that have high level reliability properties.
In practice, however, network interdiction problems come with uncer-
tainties or various types: characteristics of the network itself, actual
results of interdiction actions, etc. On the other hand, because of the
network structure, such problems are relatively simple (an oxymoron?)
stochastic integer programs, and possibly more amenable to efficient,
implementable solution procedures.

The two papers, ‘Enumerating near-min s —t cuts’ by Ahmet Balcioglu
and R. Kevin Wood, and ‘A decomposition-based pseudo approximation
algorithm for network flow inhibition’ by Carl Burch, Robert Carr, Sven
Krumke, Ladhav Marathe, Cynthia Phillips and Eric Sundberg, deal
with deterministic versions of the network interdiction problem. The
first one of these is devoted to finding approximating solutions that
would simplify the computational complexity, The second one the in-
troduced a new procedure to deal with non-planar networks again with
the goal of exploiting approximate solutions; the model includes a bud-
getary constraint that renders it more directly applicable in a number
of significant applications.

The two papers, ‘A stochastic program for interdicting smuggled nu-
clear material’ by Feng Pan, William Charlton and David Morton, and
‘Interdicting stochastic networks with binary interdiction effort’ by Ray-
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mond Hemmecke, Riidiger Schultz and David Woodruff, deal with two
stochastic versions of the Network Interdiction Problem. In the first
one of these, an interdictor is to install sensors on a network so as to
maximize the probability of detecting smuggled nuclear material. The
problem is formulated as a stochastic mixed-integer program with re-
course. The second paper also deals with the interdiction of undesirable
materials or information, but the configuration of the network can only
be conjectured. The problem can be formulated as a stochastic pro-
gramming problem but with some special features that can be exploited
effectively in the design of solution procedures.

The two papers, ‘Stochastic batch-sizing problems: models and al-
gorithms’ by Guglielmo Lulli and Suvrajeet Sen, and ‘A summary and
illustration of disjunctive decomposition with set convexification’ by Su-
vrajeet Sen, Julia Higle and Lewis Ntaimo deal with two particular
classes of Stochastic Integer Programming problems. The first one of
these provides a unified treatment of the batch-sizing problem that, in
particular, considers trade-offs between costs and reliability. The sec-
ond paper reviews and illustrates a general, and promising, procedure
for two-stage stochastic mixed-integer programs: the Disjunctive De-
composition algorithm first proposed by Higle and Sen.

Roger J-B Wets
Truckee, California
August 26, 2002
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Chapter 1

A STOCHASTIC PROGRAM
FOR INTERDICTING
SMUGGLED NUCLEAR MATERIAL

Feng Pan

Graduate Program in Operations Research
Mechanical Engineering Department

The University of Texas at Austin

Austin, TX 78712, USA

pan@mail.utexas.edu

William S. Charlton

Nuclear Engineering Teaching Laboratory
Mechanical Engineering Department

The University of Texas at Austin
Austin, TX 78758, USA

charlton @mail.utexas.edu

David P. Morton

Graduate Program in Operations Research
Mechanical Engineering Department

The University of Texas at Austin
Austin, TX 78712, USA
morton@mail.utexas.edu

Abstract This paper describes a stochastic network interdiction model for iden-
tifying locations for installing detectors sensitive to nuclear material.
A nuclear material smuggler selects a path through a transportation
network that maximizes the probability of avoiding detection. An in-
terdictor installs sensors to minimize that maximum probability. This
problem is formulated as a bi-level stochastic mixed-integer program.
The program is stochastic because the evader’s origin and destination
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are unknown at the time the detectors are installed. The model is refor-
mulated as a two-stage stochastic mixed-integer program with recourse
and is shown to be strongly NP-Hard. We describe an application of
our model to help strengthen the overall capability of preventing the
illicit trafficking of nuclear materials.

Keywords: network interdiction, stochastic programming

Introduction

Smuggling of nuclear material, equipment, and technology has be-
come a threat to international security. One method to combat this
threat entails placing radiation sensors at customs checkpoints to de-
ter the smuggling of nuclear material. This paper describes a general
stochastic network interdiction model that can be used to select sites to
install sensors to minimize the probability a smuggler can travel through
a transportation network undetected. We reformulate the model as a
computationally tractable stochastic mixed-integer program and show
that the related decision problem is strongly NP-Complete.

We model two adversaries, an interdictor and an evader, and an under-
lying network G(N, A) on which the evader travels. In the deterministic
version of the model, the evader starts at a specified source node s € N
and wishes to reach a specified terminal node ¢ € N. The model is
deterministic in that this origin-destination pair is known. If the inter-
dictor has not installed a sensor on arc (i,5) € A, then the probability
that the evader can traverse (4,7) undetected is p;;, and this probabil-
ity is g;; < pi; if the interdictor has installed a detector on (i,7). (We
use the terms sensor and detector interchangeably.) The events of the
evader being detected on distinct arcs are assumed to be mutually in-
dependent. The evader chooses a path from s to ¢ so as to maximize
the probability of traversing the network without being detected. With
limited resources, the interdictor must select arcs on which to install
detectors in order to minimize the probability the evader travels from s
to ¢ undetected.

Our stochastic network interdiction model differs from the above de-
scription only in that the (s,t) pair for the evader is unknown when the
interdictor must select sites for installing sensors. However, the origin-
destination pair (s,t) is assumed to be governed by a known probability
mass function, p* = P{(s,t) = (s¥,1“)}, w € . The interdictor’s goal
is to minimize the probability that the evader traverses the network
undetected, i.e., the objective function is a sum of (conditional) eva-
sion probabilities, each weighted by p“, over the population of possible
evaders. We call this problem SNIP, for stochastic network interdiction
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problem. The timing of decisions and realizations in SNIP is key: First,
the interdictor installs sensors. Then, a random origin-destination pair
for the evader is revealed and the evader selects an s“-t* path to maxi-
mize the probability of avoiding detection. The evader selects this path
knowing the locations of the detectors and knowing the evasion probabil-
ities p;; and ¢;; forall (4,5) € A. An evader can be caught by indigenous
law enforcement without detection equipment and so p;; < 1. (To date,
nuclear smuggling attempts that have been stopped have been by this
means.)

In Section 1 we formulate SNIP as a bi-level stochastic mixed-integer
program, using a “min-max” structure because the interdictor is mini-
mizing the evader’s maximum evasion probability. We then develop an
equivalent mixed-integer program (MIP). The need for the MIP formula-
tion is justified by the fact that SNIP or, more precisely, the related deci-
sion problem, SNIP-DECISION, is strongly NP-Complete (Section 2). In
Section 3 we consider an important special case of SNIP that arises when
sensors can only be installed at border crossings of a single country. In
this special case, the underlying network, and the associated MIP, can
be simplified. Our SNIP model requires the following parameters: the
probability a smuggler can traverse a physical transportation arc unde-
tected, the probability that sensitive nuclear material will be detected
by an installed sensor, and the probability a smuggler steals material
from a particular origin and wants to travel to a specific destination.
A discussion of the methods by which we estimate these parameters is
beyond the scope of this paper.

The study of network interdiction models in operations research be-
gan in the 1970s (see [IWO01b] for a richer discussion of the history of
interdiction, dating from antiquity). During the Vietnam War, [MM70]
and [GMT71] developed deterministic mathematical programs to dis-
rupt flow of enemy troops and materiel. The problem of maximizing an
adversary’s shortest path is considered in [FH77] and [Gol78]. A closely
related problem concerns maximizing the longest path in an adversary’s
PERT network [Ree94]. In these linear programs, the interdictor can
continuously increase the length of an arc, subject to a budget con-
straint. A discrete version of maximizing the shortest path removes an
interdicted arc from the network, and when the budget constraint is
simply a cardinality constraint, this is known as the k-most-vital arcs
problem [CS82, MMGS89]. The related decision problem is strongly NP-
Complete [BGV89, BKS95]. Generalizations of the k-most-vital arcs
problem, and associated solution procedures, are considered in [TWO01a].
The interdiction problem of removing arcs to minimize flow in an ad-
versary’s maximum-flow network is considered in [Wo0093], where the
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(decision) problem is shown to be strongly NP-Complete, and integer
programming formulations are developed. See [Wol64, WW94] for game-
theoretic approaches to related network interdiction problems, [CL95] for
an interdiction model on a minimum-cost-flow network, and [IW01b] for
interdiction models of more general systems.

All of the interdiction models described above are deterministic in
nature in the following senses: First, the arc lengths in the shortest-
path and PERT problems, and the arc capacities in the maximum-flow
problems, are known with certainty. Second, when increasing the length
of an arc in the former problems or when removing or decreasing the
capacity of an arc in the latter problem, these modifications occur in
a deterministic manner, i.e., with certainty. In [CMW98] the work of
[Wo0093] on interdicting a maximum-flow network is generalized to allow
for random arc capacities and random interdiction successes. In these
models, the interdictor does not know whether an interdiction attempt
will successfully remove an arc and the interdictor does not know the true
capacity of some arcs. However, the adversary does know the realizations
of these random variables and maximizes flow in the residual network.
The interdictor’s goal is to minimize the expected value of this maximum
flow.

The SNIP model we develop here is analogous. The interdictor must
place detectors on the network without knowing the evader’s origin-
destination pair. Then, an (s*,t¥) pair is realized. Of course, the
evader knows (s*,t¥) and selects a path that maximizes the probability
of avoiding detection. The evader’s optimization problem is known as
the maximum-reliability path problem and, even though there are prob-
ability values on the arcs (p;;’s and g;;’s), this problem can be solved as
a deterministic shortest-path problem (e.g., exercise 4.39 of [AMOO93]).
The interdictor’s objective is to minimize the expected value of this max-
imized conditional probability, i.e., to minimize the probability that a
smuggler avoids detection.
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1. A Stochastic Network Interdiction Model
We now more formally define the SNIP model.

Network and Sets:
G(N, A) directed network with node set N and arc set A

FS(4) set of arcs leaving node %

RS(4) set of arcs entering node %

AD C A set of arcs where a detector can be installed

Data:

b total budget for installing detectors

Cij cost of installing a detector on arc (i,5) € AD

Dij probability evader can traverse arc (%, j) undetected
when no detector is installed

Gij probability evader can traverse arc (3,7) undetected

when a detector is installed
Random Elements:
(s*,¢¥)  realization of random origin-destination pair

w€EN sample point and sample space

p” probability mass function

Interdictor’s Decision Variables:

Tij takes value 1 if a detector is installed on arc (i,7) € AD

and O otherwise
Evader’s Decision Variables:

Yig takes positive value only if evader traverses arc (%, ) and
no detector is installed on that arc
Zij takes positive value only if evader traverses arc (¢, 7) and

a detector is installed on that arc
Boundary Conditions:
Tij = 0 (1,_7) ¢ AD
2i5 =0 (i,7) ¢ AD

Formulation:

where

X=qz: Z CijTij < ba Tij € {Oa 1}’ (7".7) € AD y
(i,j)eAD
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and where
hz, (s¥,t¥)) =
max Y (1.2a)
Y,z
s.t. Z (ys“’j + ZS“’j) =1 (12b)

(s¥,§)EFS(s*)

S (it a) -

(i,§)EFS ()
Z (pﬂyjl + qﬂzﬂ) =0 V’L S N \ {Sw,tw} (12C)
(4,8)€RS(3)
yeo — Y (P + e ziw) =0 (1.2d)
(Gt~ )ERS(t)
0<yy;<1l-=zy V(ij)€AD (1.2¢)
0< zij <y v(i,j) € AD. (1.2f)

The conditional probability a smuggler avoids detection, given (s“, ),
is h(x, (s*,t*)) asdefined in (1.2). The objective function in (1.1) is the
expected value of this evasion probability, where the expectation is taken
over all possible origin-destination pairs. The set of feasible detector in-
stallation locations defined through X is governed by a budget constraint
and binary restrictions on z.

Each link in the network on which a detector can be placed may
actually be viewed as two arcs in parallel. If a detector is installed, i.e.,
z;5 = 1, then flow may occur only on the “detector” arc, z;;. Conversely,
if no detector is installed then flow can only occur on the “no detector”
arc, yi;. A unit of flow on arc (4, j) is multiplied by that arc’s gain (either
pijor gij). So, if Pyw s is a path from s* to ¢t* then

yo = ] Ipi(1 = zi5) + qijwis] (1.3)

(i,)€Psw o

is the probability that an evader can travel from s* to t* on Py
without being detected. The evader’s goal is to select a path P
that maximizes yw. The evader’s subproblem (1.2) accomplishes this by
forcing one unit of flow out of s* in (1.2b), enforcing flow conservation
at all intermediate nodes in (1.2c), defining the flow that reaches t“ as
ypo in (1.2d) and maximizing that value in (1.2a). Flow is forced on the
appropriate arc, and incurs the associated gain (actually, loss), by the
interdictor’s decision variable z;; in constraints (1.2e) and (1.2f).

The timing of decisions and realizations of the uncertainties in (1.1)
and (1.2) is as follows: First, the interdictor selects sites for installing
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sensors. When making this decision, the interdictor knows: (i) the net-
work topology G(, A), (ii) the indigenous detection probability on each
arc pij, (3,7) € A, (iii) the value the detection probability would be if a
sensor were installed g;5, (4,7) € AD, (iv) the budget constraint, (v) the
probability distribution governing the random (s,t) pair, and (vi) the
method by which the evader will select a path. Next, an (s*,t¥) realiza-
tion is revealed, and the evader selects an s¥-t* path that maximizes the
probability of not being detected. The evader selects this path knowing:
(1), (i) and (iii) as well as where detectors are installed.

Assuming the smuggler solves an optimization model to select an s*-
t* path is a behavioral assumption. We note that even in cases when this
assumption may not be valid, the optimal value of (1.1) still provides a
potentially useful pessimistic prediction of the evasion probability.

The SNIP model (1.1)/(1.2) is a bi-level stochastic mixed-integer pro-
gram. In bi-level programs (e.g., [BM90, BA93]) each player has an
objective function, and these can differ because the players’ motives dif-
fer. In our case, the objective function is the same for both players,
but the interdictor is trying to minimize that function and the evader
is trying to maximize it. Restated, the problem is formulated with a
nested “min-max” structure, and so it is not possible to solve in this
form as a single large-scale mathematical program. The natural way to
attempt to circumvent this difficulty (e.g., [FH77, Wo093]) is to take
the dual of the linear programming subproblem (1.2) so that the prob-
lem is expressed in a nested “min-min” form. We could then construct
a single optimization model in which we simultaneously minimize over
the interdictor’s decision x and the dual-variable decisions of the evader
under each scenario, w € €. The difficulty with this is that there are
nonlinear terms involving x and the dual variables associated with con-
straints (1.2e) and (1.2f) and the prospects for solving realistically-sized
instances of the resulting stochastic nonlinear nonconvex mixed-integer
program are not good. Instead we will employ the exact-penalty re-
sult of Lemma 1, which is adapted from [MW99, Lemma 2], in order to
reformulate (1.2).

Lemma 1 Consider the following linear program

2] = max czx
x>0
st. Ar=b :7 (1.4)
z<u 7,

where A € R™*", the remaining vectors are dimensioned to conform and
7w and -y are dual variables. Assume (1.4) has a finite optimal solution,
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(m*,4*) is an optimal dual vector, and consider

25 = max cx — ' (x —u)*t (15)
st. Az = b, .

where (x — u)t = max(z ~ u,0) and v € R™. If v' > v* then 2} = 2}.

The following theorem uses Lemma 1 to establish an equivalent expres-
sion to (1.2) for h(zx, (s¥,t*)).

Theorem 1 Assume that G has an s*-t* path Yw € Q, 0 < p;; <
1V(i,5) € A, and 0 < q;j <1V (4,5) € AD. Then, for all x € X and
w € Q, hiz,(s*,t*)) is the optimal value of the following linear program

min T gw
T
s.t. i — DijT >0 Y (’L,]) €A \ AD (1.6&)
— PijTj 2 —Tij V(Z,J) € AD (16b)
T — qiym; 2 x5 — 1 V(i,j) € AD (1.6¢c)
Tpw == 1.

Proof: Let w € §} and z € X. G has an s¥-t* path and hence (1.2) is
feasible and has a finite optimal solution. Let )\* and 5, (4,7) € AD,
be optimal dual variables for constraints (1.2e) and (1. 2f) respectively.
These dual variables are bounded above by one because the network
gains, pij, (4,j) € A, and ¢4, (4,7) € AD, are at most unity and hence
an increase in the capacity of an arc by € can increase the flow exiting
that arc by no more than ¢ and therefore contribute at most € to the flow
reaching t“. So, employing Lemma 1 we can conclude that h(z, (s¥,{“))
is the optimal value of

o — 3 [ — (1= @)™ + (21 — 2ij) ]

(3,5)€AD
st Do eyt zseg) =1
(s¥,5)EFS(s¥)

> (yig +ag)- (1.7)
(,)€FS()
(pjiyji + qﬁzﬁ) =0 Vie N\ {s“t"}

(i) ERS(i)
Yo — Z (Pjtwyjtw + @jtwzjew) = 0

(G.t*)eRS ()

max
y>0,220
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Because of the binary nature of z € X, wehave (y;; — (1—z45))" = z4;vi;
and (zi; — zi5)" = (1 — @)z for yi; and zij, (4,7) € AD, satisfying the
constraints of (1.7). Making these substitutions in the objective function
of (1.7) and taking the dual of the resulting linear program yields (1.6).
O

The expression for h(z, (s*,t*)) in (1.6) has the following interpreta-
tion: The dual variable 7; is the conditional probability of traveling from
node ¢ to destination t* undetected, given that the evader has reached
node ¢ undetected. Constraints (1.6a)-(1.6¢), coupled with minimizing
the objective function, ensure the correct computation of 4w, i.e., the
probability of traversing the network from s“ to ¢* undetected. Con-
straints (1.6a)-(1.6c) are tight for (%, j) on the optimal s“-t* path. When
x;; = 1, i.e., adetector is installed on (i, 5), the indigenous-arc constraint
(1.6b) is vacuous and when z;; = 0 the detector-arc constraint (1.6c) is
vacuous. The unit multiplicative coefficients on the right-hand sides of
(1.6b) and (1.6¢) can be tightened to improve the subsequent MIP for-
mulation. For example, (1.6b) can be rewritten m; — p;;m; > —au;zij,
provided the coefficient a;; satisfies a;; > pyjm;. While a;; = 1 isa valid
bound, this can be decreased by bounding ;, the conditional probabil-
ity of traversing from j to t“ undetected. This can be bounded using the
sensor-free network or, better, in a network where certain necessary de-
tector locations have been determined, either by other logical arguments
or fixed within the branch-and-bound tree. (For notational simplicity we
will not modify the formulation in this way.)

The value of Theorem 1 is that we can now express our original nested
“min-max” formulation of SNIP, i.e., (1.1)/(1.2), as the following two-
stage stochastic mixed-integer linear program

min E P
T,

weN
st. zeX
T = pimy 20 V(i,5) € A\ADwe R (1g)
T — pigmy + Zij = 0 V(i,j) € AD,w € Q
T~ gy +(1—x45) 20 V(i,j) € AD,w €
Mo =1 Ywe Q.

As indicated above, the evader’s optimization problem is known as the
maximum-reliability path problem and for each (s, t“) pair this can be
formulated as a shortest-path problem. Instead, we used what may ap-
pear to be a less natural generalized network-flow model. The reason for
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this is that using the shortest-path reformulation via, essentially, apply-
ing “exp(ln(-))” to (1.3) leads to a nonlinear mixed-integer program (at
least when || > 1). In contrast, the generalized network-flow approach
allows for the preservation of linearity in the mixed-integer program.

SNIP, as formulated in (1.8), is “simply” a mixed-integer linear pro-
gram that one can attempt to solve using commercially-available op-
timization software, and this is what we do in Section 3. That said,
we note the following with respect to the potential for using decomposi-
tion schemes to solve SNIP. Formulation (1.1) minimizes E,h(z, (s*,t*))
with respect to x where h(z,(s*,t*)), defined by (1.2), is a maximiz-
ing linear program with z appearing on the right-hand side of con-
straints (1.2e) and (1.2f). This implies that h(z,{s*,t*)), and hence
E,h(x,(s¥,t¥)), is a concave function over the convex hull of X. This
does not bode well for employing an outer-approximation cutting-plane
scheme like the L-Shaped method [VW69]. Laporte and Louveaux [LL93]
have developed variants of the L-Shaped method that are valid for such
nonconvex forms of h(z, (s¥,t“)), but they require cutting-planes that
are tight at a specific (binary) value of x = & and drop to an a priori
lower bound at all other (binary) values of z € X. Theorem 1 shows that
(1.2) and (1.6) are equivalent formulations in that they give the same
objective value, i.e., h(z,(s*,t)), for z € X and w € Q. Interestingly,
while h(z,(s¥,t“)) as defined by (1.2) is concave over the convex hull
of X, h(x,(s¥,t¥)) as defined by (1.6) is convex over the convex hull of
X because it is a minimizing linear program with z in the right-hand
side. This is possible because the objective function values of these two
linear programs are only ensured to be equal when z € X, i.e., when
z takes on binary values (and satisfies the budget constraint). As a re-
sult, SNIP formulated as (1.1)/(1.6), or equivalently (1.8), is amenable
to solution by the L-Shaped method in which the master program has
binary restrictions on z and the subproblem separates into one general-
ized network-flow subproblem for each w € €2 [LL93, Wol80]. When the
underlying network is large and/or the number of scenarios is large, this
approach may lead to significant computational savings over trying to
solve (1.8) directly as a large-scale mixed-integer program.

2. Complexity

In this section we establish that SNIP is strongly NP-Hard by showing
the related decision problem, SNIP-DECISION, is strongly NP-Complete.
Consider the following decision problem:

PROBLEM: SNIP-DECISION
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GIVEN: A directed graph G(N, A), a finite set of scenarios with prob-
ability mass function p¥, w € {2, origin-destination node pairs (s“, %),
w € Q, and reliability weights on each arc 0 < p;; < 1,(4,5) € A, and
0 < gi; < 1,(4,j) € A, nonnegative costs ¢;j, (4,7) € A to convert each
arc reliability from p;; to g;;, nonnegative budget b, and value v.
QUESTION: Does there exist a subset K ¢ A with Z(i,j)eK ci; < b such
that

> o I @ 11 pij | <,

we} (1,5)eP*NK (4,7)ePYN(A\K)

where P* is the maximume-reliability path from s* to ¢ on G with arc
reliabilities p;j, (4,5) € A\ K and g¢45, (4, 5) € K?

We now state the k-most-vital arcs problem (MVAP-DECISION) al-
luded to above, which is known to be strongly NP-Complete [BKS95,
BGV89]. Here, we use the budget b in place of %.

PROBLEM: MVAP-DECISION

GIVEN: A directed graph G(N, A), origin-destination node pair (s,t),
unit arc lengths, nonnegative budget b, and value v'.

QUESTION: Does there exist a subset K C A with |K| = b such that
removing these arcs results in a shortest path from s to ¢t on G (IV, A\K)
whose length is at least v'?

Consider the following special case of SNIP-DECISION: Let |2 = 1,
the installation costs be unit-valued ¢;; = 1,(%,7) € A, the indigenous
arcs have constant reliability p;; = p,(¢,j) € A, 0 < p < 1, and the
sensors have perfect detection capability g;; = 0, (4,5) € A. This spe-
cial case of SNIP-DECISION is equivalent to MVAP-DECISION because,
as indicated above, computation of a maximum-reliability s-t path is
equivalent to a shortest-path problem via a log-transformation and mul-
tiplying by — 1. (The constant arc lengths, — log p, can be factored out.)
The answer to the SNIP-DECISION question is affirmative for value v
if and only if the answer to the MV AP-DECISION question is affirma-
tive for value v = [log v/ log p|, where the ceiling operator [-] gives the
smallest integer greater than or equal to its argument. Clearly, both
SNIP and MVAP are in NP. As a result, we have the following theorem.

Theorem 2 SNIP-DECISION is strongly NP-Complete.

Theorem 2 shows that SNIP is strongly NP-Hard and provides justifica-
tion for our approach to formulating and solving SNIP by mixed-integer
programming.
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3. Application to Smuggling Out of a Single
Country

One of the models we have developed is restricted to proposing de-
tector locations at customs checkpoints leaving a single country. When
potential sensor locations are limited in this manner, our SNIP model
(1.8) can be simplified as described in this section. We also describe our
computational experience with a test instance of this model.

Our underlying network model has four basic location entities: facil-
ities from which sensitive nuclear material could be stolen, geographic
regions, destinations where a nuclear smuggler may desire to go, and
customs checkpoints where sensors can be installed. The nominal trans-
portation network has a node representing each of these locations (some
aggregation is possible as we describe below). These nodes are linked
by arcs representing transport by surface roads, railroads, airline flights,
ship transport, etc. A sample point w € £ specifies a facility-destination
pair. In the SNIP model of Section 1, sensors are installed on arcs and
this can be modeled by splitting each customs-checkpoint node into two
nodes with an associated arc representing travel through the checkpoint.

The key to simplifying the formulation, when the customs checkpoints
of a single country are under consideration, is that on each potential
smuggling route (i.e., each possible s“-t* path) there is exactly one arc
on which the smuggler could encounter a sensor. We formalize this
in the following manner: Let P“ be the set of all paths for origin-
destination pair (s*¥,¢*). (These paths need not be enumerated.) Then,
in our BiSNIP model (bipartite SNIP, for reasons soon apparent) we
assume that each path in P“ contains exactly one arc in AD, i.e., each
path has exactly one arc that is a candidate to receive a sensor. Let
ACY ={(4,7) : (i,7) € AD,(i,7) € P} be all such checkpoint arcs for
w € Q). The evader, under scenario w, must select an s“-¢t* path, but this
now depends on the sensor locations in a much simpler way than in the
general model. For each w we perform a preprocessing step to compute
the value of the maximum-reliability path from s* to the tail of each
checkpoint arc and the value of the maximum-reliability path from the
head of each checkpoint arc to t*. Call the product of these two proba-
bilities r¥, ¢ = (¢,5) € AC*. Then, the value of the maximum-reliability
path under scenario w is

YY) = wc_cawcc- 1.
h(z, (s“,1*)) Crerhaécw{rcp(l Te)y TS Qe } (1.9)

By linearizing (1.9), we can express BiSNIP as the following stochastic
mixed-integer program with simple recourse
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min e .

ni; wze;p (1.102)

st. z€eX (1.10b)
6 > rip(l —x;) VeeAC¥ Vwe  (1.10c¢)
6“ > r¥q.x. Vee ACY YVwe Q. (1.10d)

BiSNIP (1.10) may be visualized on an underlying bipartite network with
node sets 2 and Uy,eq AC¥. Arcs (w,c) link each facility-destination
pair, w € §2, with its possible intermediate checkpoints, ¢ € AC¥. Ex-
cluding the possibility of being detected at the checkpoint, 7¥ is the
evader’s probability of traveling from w’s facility to w’s destination, via
¢, undetected. This reliability is multiplied by ¢, or p. depending on
whether or not we install a detector at c.

The specific problem we consider has 85 facilities, 79 geographic re-
gions, 79 customs checkpoints and 9 destinations. (The two 79s are co-
incidental.) There are 30 regions with checkpoints and 34 regions with
facilities. Facilities within a region are aggregated. Maintaining check-
point integrity is important, so they are not aggregated. After facility
aggregation, and allowing all possible facility-destination combinations,
the model has |©2| = 34 -9 = 306 scenarios. The aggregated network has
|N| = 246 nodes (79 regions plus 2 - 79 checkpoints plus 9 destinations)
and |A| = 774 arcs (555 region-region plus 79 region-checkpoint plus
140 checkpoint-destination). As a result, SNIP model (1.8) has 75,355
decision variables (79 binary first stage variables plus 246 - 306 second
stage variables) and 261,019 structural constraints (1 budget constraint
plus (774 + 79) - 306 dual network-flow constraints). In contrast, the
simplified BiSNIP formulation (1.10) has 385 decision variables, 79 of
which are binary and, nominally, 9453 structural constraints. There
are 2| Uyeq ACY| structural constraints of the form (1.10c)-(1.10d), but
further simplifications are possible. First, we can replace all of the con-
straints of form (1.10d) with simple lower bounds 6% > max.cacw r¥qc,
w € Q. Second, for each w € Q, any constraints of the form (1.10c) with
T¢p. < MaXccAcw Tege can be eliminated. This reduces the number of
structural constraints from 9453 to 4720, for our data. Performing the
reduction from SNIP to BiSNIP requires finding the maximum-reliability
path from each facility to each customs site and from each customs site
to each destination. In our model the latter is trivial as each permissi-
ble customs site-destination combination is represented by a single arc.
These 34 - 79 = 2686 shortest paths are computed in about 3.5 seconds
on a 1.7 GHz, Dell Xeon dual-processor machine with 2 Gb of memory.
(All computations reported here are on this computer.)
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One challenge we face in providing decision support is maintaining
an appropriate level of consistency in our recommendations for locat-
ing sensors. For example, after solving (1.10) with budget b (denote the
model BiSNIP(b)) and recommending z*(b), we may be asked to re-solve
the model with budget & > b and obtain z*(#'). The solutions z*(¢')
and z*(b) can be dramatically different, and this can be disconcerting to
decision-makers. Sometimes there are compelling reasons for such dif-
ferences. For example, with b’ > b we may be able to redirect resources
to now shutdown a key part of the network that we previously had in-
adequate resources to control. However, more frequently, differences in
solutions are unnecessary in the sense that there are multiple optimal, or
near-optimal, solutions to BiSNIP(4') and by selecting an appropriate
one we can avoid drastic changes. The need to obtain so-called per-
sistent solutions is common in optimization and we adopt a technique
for doing so described in [BDWO97]. Given that & has already been an-
nounced, we modify (1.10) by adding a term to the objective function,
“4p Y ceap [Tc — Ec|,” where p > 0. When p is small this places a mild
penalty on deviations from % so that most of the weight is on the original
objective function.

We assume ¢;; = 1, forall (4,7) € AD, and solve our test problem for
all possible values of the budget b, ranging from 0 up to 79, and for four
values of p. The computational effort to solve representative instances of
(1.10) using GAMS/CPLEX [BKMRO98, CPLO1] are shown in Table 1.1.
All MIPs are solved to within a relative tolerance of 10™*. Table 1.1
shows an additional benefit of the persistence approach, namely that
run times may be shortened (see also [BDW97]).

Figures 1.1 and 1.2 represent solutions from sequentially solving BiS-
NIP for budget levels ranging from 0 to 79 with p = (,0.0005,0.001
and oco. (We enforced the budget constraint in X with equality.) Fig-
ure 1.1 indicates that near-optimal solutions are obtained with small
values of p (contrast this with p = oo). Figure 1.2 shows that this
is possible with solutions that maintain a high degree of persistence
relative to that of the p = 0 solutions. More specifically, Figure 1.2
measures the number of “moves” in going from z*(b — 1) to z*(b) via
L (X ceap lzi(b) — (b —1)] — 1). Solution z*(b) installs one more sen-
sor than z*(b — 1) and our measure is zero if z*(b) and z*(b — 1) are
otherwise identical. On the other hand, the number of sensors moved in
going from z*(2) = (1,1,0,...,0) to z*(3) = (0,0,1,1,1,0,...,0) is two.
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budget b time p=0 time p=0.0005 time p = 0.001

0 0.4 0.4 0.4
10 5.7 7.4 6.4
20 15.1 13.4 5.5
30 15.2 4.7 4.2
40 6.3 6.2 5.5
50 7.1 6.4 5.3
60 3.3 1.1 0.8
70 8.8 6.3 0.5
79 0.2 0.2 0.2

Table 1.1. The table shows the computational effort (in elapsed seconds) required to
solve some representative instances of BiSNIP(b) under different values of the budget
b.

Figure 1.1. The graph shows the evasion probability as a function of the number
of installed detectors. (The numerical values on the y-axis are suppressed.) When
p = 0 we solve BiSNIP(b) to optimality. When p > 0 we append a persistence
term, +p ¥ c ap |Ze — &, to the objective function of (1.10), where & = x*(b — 1).
When p = oo, z*(b) and z*(b — 1) are identical except for one additional detector
that is installed. For small values of p, the primary objective is to minimize the
evasion probability and the secondary objective is to minimize deviation from solution
z*(b—1). The figure shows that for p = 0.0005 and p = 0.001, near-optimal solutions
are obtained, but when p is large the solution quality degrades significantly.

Evashon Probability

Budget (b}
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Figure 1.2. The graph shows the difference between solutions x*(b) and «*(b— 1) as
a function of b for p = 0 and p = 0.0005. This difference is measured by the number
of sensors that have been “moved” in going from z*(b— 1) to *(b), not counting the
one additional sensor installed by z*(b). The graph shows that a small, but positive,
value of p can significantly decrease differences between adjacent solutions.

i e o e e TR o
Hp=0
Bp =0.0005

Ll

0 o £ 5 0 Ll L

Difference Meatric
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o

Budget (b)

4. Summary

We have described a stochastic network interdiction model whose so-
lution can be used to select sites to install sensors for detecting smug-
gled nuclear material. Our goal is to minimize the probability that an
intelligent and informed smuggler can successfully travel through an un-
derlying transportation network undetected. The smuggler is informed,
knowing the detector locations and the probability of traversing each
arc in the network undetected. And, the smuggler is intelligent, select-
ing an origin-destination path of maximum reliability. We showed the
related decision problem to be strongly NP-Complete, reformulated the
model as a tractable two-stage stochastic mixed-integer program, and
specialized the model to the case where sensors can only be installed at
border crossings of a single country. We have presented a summary of
our computational experience with this problem.

While the focus of this paper has been on a stochastic network inter-
diction model for an informed and intelligent smuggler, other important
topics need to be addressed. Different models will be needed if: A smug-
gler is unaware of some or all of the detector locations; more generally, if
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the interdictor and evader have different perceptions of the arc reliabil-
ities; or, the smuggler does not select a maximum-reliability path. We
anticipate our ongoing work on these topics to be reported in the near
future.
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Abstract  We develop a factoring (partitioning) algorithm for enumerating near-
minimum-weight s-¢ cuts in directed and undirected graphs, with appli-
cation to network interdiction. “Near-minimum” means within a factor
of 1+ of the minimum for some ¢ > 0. The algorithm requires only
polynomial work per cut enumerated provided that € is sufficiently (not
trivially) small, or G has special structure, e.g., G is a complete graph.
Computational results demonstrate good empirical efficiency even for
large values of € and for general graph topologies.

Keywords: graphs, networks, cuts, enumeration, polynomial-time algorithm

Introduction

Researchers have studied various classes of cuts in graphs and devised
efficient algorithms for enumerating these cuts. This paper addresses
a particular class of cuts that has not received the same attention as
others, specifically, near-minimum-weight minimal s-¢ cuts. We develop,
implement and test an algorithm to enumerate these cuts in directed or
undirected graphs.
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We focus on directed graphs G = (V,E), with positive integer edge
weights and two special vertices, a source s and a sink ¢. A minimal s-t
cut C is a minimal set of edges whose removal breaks all directed s-t
paths; if removal of C breaks all paths but C is non-minimal, it is a non-
minimal s-t cut. Non-minimal s-t cuts do not interest us in this paper,
except in the way that they interfere with our identification of minimal s-
t cuts. All cuts discussed are minimal s-¢ cuts unless otherwise specified,
so we often drop “minimal” and even “s-t.” Note that a minimum-weight
cut must be minimal because all edge weights are positive.

The problem of finding an s-¢ cut of minimum weight among all
possible s-t cuts in G is the minimum s-t cut problem (MCP). This
paper studies two extensions of MCP, the problem of enumerating all
minimum-weight s-t cuts in G (AMCP) and the problem of enumerating
all near-minimum (minimal) s-t cuts (ANMCP) whose weight is within
a factor of 1 4+ ¢ of the minimum for some ¢ > 0. The main contribution
of this paper is an efficient procedure for the latter extension, when ¢ is
small, or for certain graph topologies. Even when not provably efficient,
the algorithm shows good empirical efficiency on our test problems. A
cut-enumeration algorithm is “efficient” if the amount of work per cut
enumerated is polynomial in the size of G.

The analogs of AMCP and ANMCP in undirected graphs G can also
be solved using our techniques. An s-¢ cut C in an undirected graph is
defined just as in a directed graph, the only difference being that the
paths broken by C consist of undirected edges. However, if we make the
standard transformation that replaces each undirected edge in G by two
directed, anti-parallel edges, each with the weight of the original undi-
rected edge, then each s-¢ cut in the resulting directed graph corresponds
directly to an s-t cut in the original graph. Thus, an efficient technique
to enumerate s-t cuts in directed graphs will efficiently enumerate s-t
cuts in undirected graphs.

Another type of cut can be defined in an undirected graph G. A discon-
necting set (DS) is a minimal set of edges whose deletion disconnects G.
(Often called a “cut,” we use “DS” to avoid confusion.) The problems of
finding and enumerating certain DSs are related to our problems and will
be discussed briefly, so: (a) The problem of finding a minimum-weight
DS is denoted MDSP, (b) the problem of enumerating all minimum-
weight DSs is denoted AMDSP, and (c) the problem of enumerating all
near-minimum-weight DSs is denoted ANMDSP.

In the remainder of this paper, we denote a minimum-weight s-t cut
as Cp and a near-minimum-weight (minimal) s-t cut as C.. Cp(G)
and C.(G) denote the set of minimum and near-minimum cuts in G,
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respectively. We will often substitute “max” and “min” for “maximum”
and “minimum,” respectively.

A military application, namely network interdiction, first brought AN-
MCP to our attention; see Wood (1993) and references therein, Boyle
(1998) and Gibbons (2000). A “network user” attempts to communicate
between vertices s and ¢ in a directed network while an “interdictor,”
using limited resources (aerial sorties, cruise missiles, etc.), tries to in-
terdict (break, destroy) all s-¢ paths to prevent communication between
s and t. By treating the amount of resource required to interdict an edge
as its weight or capacity, the interdictor can solve a max-flow problem
and identify a min-weight s-t cut, i.e., min-resource s-t cut, to prevent
that communication. It is clear from this application why we are only
interested in minimal s-¢ cuts.

But, there may be secondary criteria, e.g., collateral damage, risk to
attacking forces, etc., that the interdictor wishes to consider when de-
termining the best interdiction plan. In this case, near-optimal solutions
with respect to the primary criterion can be obtained by solving AN-
MCP; then those solutions can be evaluated against the secondary crite-
ria for suitability. One of those near-optimal “good solutions” might pro-
duce more desirable results than an “optimal solution” obtained by solv-
ing MCP or AMCP (Boyle 1998, Gibbons 2000). Integer-programming
techniques could substitute for this enumeration approach, but the em-
pirical efficiency of our methods bodes well for enumeration. In fact,
the secondary criteria could be incorporated into our recursive cut-
enumeration algorithm to force peremptory backtracking, i.e., to help
trim the “enumeration tree.” This might result in an even more efficient
interdiction algorithm.

Another application of ANMCP arises in assessing the reliability and
connectivity of networks; see Provan and Ball (1983) and Colbourn
(1987).

AMCP and AMDSP have been intensively studied, but ANMCP has
not received the same attention. One brute-force approach for ANMCP
1s to enumerate all s-t cuts, 1.e., solve AMCP, and then discard the cuts
that do not have near-minimum weight. All s-¢ cuts can be enumerated
efficiently (Tsukiyama et al. 1980, Abel and Bicker 1982, Karzanov and
Timofeev 1986, Shier and Whited 1986, Ahmad 1990, Sung and Yoo
1992, Prasad et al. 1992, Nahman 1995, Patvardhan et al. 1995, and
Fard and Lee 1999). Unfortunately, this fact cannot lead to an efficient
general approach for AMCP or ANMCP because the number of minimal
s-t cuts in a graph may be exponential in the size of that graph while
the number of minimum and near-minimum cuts may be polynomial.
For instance, if G is a complete directed graph with edge weights of 1,



24 INTERDICTION AND STOCHASTIC PROGRAMS

the total number of minimal s-¢ cuts is 2(|V|_2), the number of minimum
cuts is 2 and the number of cuts of the next largest size is 2(|V| — 2).

All minimum s-¢ cuts can be enumerated efficiently, that is, AMCP
can be solved efficiently. Picard and Queyranne (1980) find a max flow in
a weighted directed graph G, create the corresponding residual graph,
and then demonstrate the one-to-one correspondence of minimum s-
t cuts in G to closures in the residual graph. (A closure is a set of
vertices with no edges directed out of the set.) They go on to present an
algorithm, not necessarily an efficient one, to enumerate these closures
and thus all min cuts. Provan and Ball (1983) use the concept of “s-
directed minimum cuts” to enumerate minimum s-¢ cuts in both directed
and undirected graphs. However, neither their algorithm nor Picard
and Queyranne’s may be efficient for directed graphs (Provan and Shier
1996). Gusfield and Naor (1993), Provan and Shier (1996) and Curet et
al. (2002) all give efficient algorithms for AMCP based on results from
Picard and Queyranne. Provan and Shier’s work is related to Kanevsky
(1993) who finds all minimum-cardinality “separating vertex sets” as
opposed to separating edge sets.

Ramanathan and Colbourn (1987) enumerate “almost-minimum car-
dinality s-t cuts.” They bound the number of cuts enumerated, and the
complexity of their algorithm, by O(m*n*t2), where n = |V|, m = |E|
and where k > 1 is a constant by which the cardinality of an almost-min
cut exceeds the cardinality of a min cut. This algorithm applies only to
undirected graphs and has polynomial complexity only if & is fixed.

Karger and Stein (1996) introduce a randomized algorithm for solv-
ing ANMDSP by repeated applications of edge contraction: Identify an
edge that is probably not part of a near-min-weight DS and merge its
endpoints into a single new vertex such that the new graph still contains
a near-min DS with high probability. With high probability, their algo-
rithm enumerates all DSs whose weight is within a factor o of the mini-
mum in O(n?*log? n) expected time. They also derive an upper bound
O(n?*) on the number of these DSs. Karger (2000) later improves this
upper bound to O(nlzaj). Nagamochi et al. (1997) give a deterministic
algorithm for solving ANMDSP based on Karger and Stein’s techniques.
They show that all near-min DSs can be enumerated in O(m?n -+ n?*m)
time. Unfortunately, it is unlikely that this approach can be extended
to enumeration problems involving s-t cuts (Karger and Stein 1996).

Vazirani and Yannakakis (1992) propose an algorithm for solving AN-
MCP and ANMDSP. Their extended abstract claims that the algorithm
has polynomial complexity, but that claim is based on this unproven
assertion: “Fact: Given a partially specified cut, we can find with one
max-flow computation a minimum weight s-¢ cut consistent with it.” We
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believe that their claim is false, but do not yet have a proof. In any case,
since those authors provide no proof and thus no method for identifying
an appropriate cut, their “algorithm” can only be viewed as conjecture.

Boyle’s algorithm (Boyle 1998) for solving constrained network-inter-
diction problems on undirected planar graphs can be modified to enumer-
ate near-minimum cuts, but generalization to the non-planar case seems
unlikely. Gibbons (2000) describes an algorithm for solving ANMCP in
directed or undirected graphs, but that algorithm may enumerate a cut
more than once. Empirically, the running time and number of cuts enu-
merated in his algorithm grow rapidly as the size of graph and € increase,
so that algorithm is impractical except for small problems.

There is a connection between the problems of enumerating near-min
s-t cuts in graphs and enumerating extreme points of polytopes (e.g.,
Avis and Fukuda 1996, Bussieck, and Liibbecke 1998), because a mod-
ified dual of the max-flow linear program can be guaranteed to possess
0-1 extreme-point solutions that identify cuts (e.g., Wood 1993). But
the literature on extreme-point enumeration is silent on efficient enumer-
ation of near-optimal extreme points which is analogous to enumerating
near-min minimal and non-minimal cuts. Nor does this literature ad-
dress the enumeration of near-optimal extreme points possessing special
properties, which might be analogous to enumerating near-min minimal
cuts. Further research on extreme-point enumeration may lead to results
applicable to enumerating near-min minimal s-¢ cuts, but is beyond the
scope of this paper.

The discussion above shows the need for additional work on AN-
MCP, so this paper proposes a new algorithm to solve the problem,
and provides theoretical and empirical results on its efficiency. The al-
gorithm first identifies a min-weight s-t cut Cp, and then recursively
partitions (“factors”) the space of possible cuts, possibly including some
non-minimal ones, by forcing inclusion and/or exclusion of edges e € Cy
in subsequent cuts.

1. Preliminaries

Let G = (V, E) be an edge-weighted directed graph with a finite set
of vertices V and a set of ordered pairs of vertices, £ C V x V, called
edges. An undirected graph is defined similarly, except that its edges are
unordered pairs from V x V. We typically use e or (u,v) to denote an
edge e = (u,v), and we let n = |V| and m = |E|. We distinguish two
vertices s and ¢ in V as the source and sink, respectively. Edge weights
are specified by a weight function w : E — Z*t\{0}. We denote the
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weight of edge e = (u,v) as w, or w(u,v) and the vector of edge weights

aS W = (Wey, Weg, .-« y We,, )-
A directed s-t path in G is a sequence of vertices and edges of the
form s, (s,v1),v1, (v1,v2),v2, ..., Vk—1, (Vk—1,t),t. A minimal s-t cut in

G is a minimal set of edges C whose removal disconnects s from ¢ in G,
i.e., breaks all directed s-t paths. If C is a proper superset of some s-t
cut, it is a non-minimal s-t cut. When no confusion will result, we use
“s-t cut” and “cut” interchangeably with “minimal s-t cut.” The value
w(C) = Y cc We is the weight of cut C.

A minimum cut Cy is an s-t cut whose weight, wg = w(Cyp), is min-
imum among all s-¢ cuts. All minimum cuts are minimal because edge
weights are positive. A near-minimum minimal cut C¢ is a minimal s-t
cut whose weight is at most w, = (1 + €)wg for some € > 0. Cy(G) and
C.(@) denote the set of minimum and near-minimum (minimal) cuts,
respectively.

An s-t flow fin a directed graph G is afunction f : E — Z* where 0 <
f(e) S we forall e € E and ), yep f(u,v) = 31 wyer f(v,u) forall
u € V\{s,t}. The value of the flow from s to tis F' =}, g f(5,u)—
> sk f(u, ). In the maximum-flow problem, we wish to find a flow
f* that yields a maximum value for F, denoted F™.

As aresult of the max-flow min-cut theorem and its proof (e.g., Ahuja
et al. 1993, pp. 184-185), we know that w(Cp) == F*. It is also well known
that, given any maximum flow f*, we can identify a minimum cut Cj in
O(m) time.

A rooted tree T is a connected, acyclic, undirected graph in which one
node (vertex), called the “root” and denoted by r, is distinguished from
the others. A rooted tree, called an enumeration tree, will describe the
enumeration process used for solving AMCP and ANMCP on a graph
G. To avoid confusion with “vertices” in G, we use the term “node” to
mean a vertex in an enumeration tree. A node ¢ in tree 7 with root r
is said to be at level (depth) [ if the length of the unique path from r
to ¢ is of the form P, = r, (r,41),%1,. .., %-1, (ii-1,%),%. Every node along
path P;, except node ¢, is an ancestor of i, and if 7 is ancestor of j, then
j is a descendant of 1. For any path F;, iy is the parent of ix, and i
is the child of i5_1.

2. Theoretical Results

This section develops our algorithm for ANMCP through two inter-
mediate stages.
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2.1 Basic Algorithm

Algorithm 1 below outlines an approach to solving ANMCP. Some
steps may be difficult to implement, but it illustrates the general ap-
proach our final algorithm will use.

Algorithm Al
DESCRIPTION: A generic partitioning algorithm for enumerating
near-min, minimal s-¢ cuts.
INPUT: A directed graph G = (V, E), distinct source and sink
vertices s,t € V, edge-weight vector w of positive integers, and
tolerance ¢ > 0.
OUTPUT: All minimal s-t cuts C, such that w(C¢) < (14 ¢)w(Cp)
where Cj is a min-weight cut of G.
begin

Find a min-weight s-¢ cut Cy in G;

@ — [(1+jw(Co);

Et — @ /* set of edges to be included */
E™ «— @ /* set of edges to be excluded */
EnumerateAl (G,s,t,w,Et B~ 10,);
end

Procedure EnumerateAl (G,s,t,w,E™ E~ )
begin
Step A: Let C’ be min-weight minimal cut in G such that
EtCC'and E-NC' =@
if ( no such cut exists ) return;
if (w(C’) > we ) return;
Step B: print ( C” );
for ( each edge e € C'\E™" ) begin;
E7 — E-U{e}
EnumerateAl (G, s, t, w, ET, E™, w.);
E™ — E™\{e};
Et — EtuU{e}
endfor;
return;
end.

Algorithm Al begins by finding an initial min-weight cut Cy and its
weight w(Cp). The algorithm then calls the procedure EnumerateAl
which attempts to find a new min cut by processing the edges of the
initial cut such that the edges are forced into (included in) or out of (ex-
cluded from) any new near-min cuts. Suppose that Cp = {e1,eq,...,¢ex}



28 INTERDICTION AND STOCHASTIC PROGRAMS

is the initial minimum cut. Based on this cut, the set of near-min cuts,
C.(@), is partitioned as

C(G) = [C(G)Né&)|U[C(G)NerNeéy)
U[CE(G) Nep Neg Neég)
U---U[C(G)NerNeaN---Nek—1 N Ek)
U[C(G)NeN---Negl, (2.1)

where C.(G)NejNeaN---Neg—1 Ney is shorthand notation for a set
that contains all near-min cuts incorporating e; through ex—; but not
exr. The cuts in this partition, except for the unique cut of the last
term which has already been found as Cjy, are identified by recursively
calling EnumerateAl with the argument sets ET and E~, where ET
denotes included edges and E~ denotes excluded edges. The procedure
calls itself recursively for every edge of the locally minimum cut that has
not already been forced into that cut at higher level in the enumeration.
(“Local” and “locally” refer to flows and cuts defined on graphs within
the enumeration tree.) The procedure backtracks when it determines
that no acceptable cuts remain below a given node.

Figure 2.1. Sample graph. Numbers represent edge weights.

g, 2

To illustrate how this enumeration works, suppose we wish to solve
ANMCEP on the graph of Figure 2.1 for € = 0.4. The associated enumera-
tion tree (an instance of a rooted tree) for this problem is given in Figure
2.2. The enumeration algorithm first finds a minimum cut {eg,eq,es}
at the root node (level 0), and then recursively partitions the solution
space via {€2}, {e2,€4} and {eg,e4,€8}. Once an edge of a cut at some
node k£ has been processed, it will never be processed again at any de-
scendant node of k, because its status as “included” or “excluded” with
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respect to the current cut has been fixed at node &£ The branches with
{€2},{ea, €4} and {eq,e4,Es} correspond to searches for a new min cut
by processing the edges as described. If a search is successful, it defines
a productive node where a new near-min cut is identified and that cut’s
unprocessed edges are recursively processed. Otherwise, the search leads
to a terminal node, where the algorithm backtracks. The procedure is
correct because it implements inclusion-exclusion (Equation 2.1) in a
straightforward, recursive manner. The actual implementation of the
algorithm could be difficult, and efficiency poor however, because edge
inclusion may be difficult to ensure (although edge exclusion is easy).
This topic is explored further in Section 2.2.

Figure 2.2. Enumeration tree for the graph of Figure 2.1 with ¢ = 0.4. The enu-
meration scheme is represented from top to bottom and left to right. Each filled-in
node corresponds to a cut whose weight is no larger than w. = {(1 + 0.4)w(Co)] =
[(140.4)3] = 4. The edges of the cut are listed next to the node. Numbers with bars
over them represent the number of the edge excluded from a cut; numbers without
bars represents edges to be included. Unfilled nodes are terminal nodes where the
algorithm backtracks.

Level O

Level 1

Level 2

Level 3

A “relaxed” version of Algorithm Al, denoted “Algorithm A2,” can
be defined by modifying Steps A and B to:

Step A: Let C' be min-weight minimal or non-minimal s-¢ cut in
G such that EY C ' and E- NC' = @;
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Step B: if ( C' is non-minimal ) print( C' );

Algorithm A2 may waste time working with non-minimal cuts because
it partitions the space consisting of all minimal cuts and possibly some
non-minimal ones, It does solve ANMCP, however, because it prints
only the minimal cuts. Our final implementable algorithm, Algorithm
B, closely mimics Algorithm A2.

Note that Algorithm A2 will not necessarily identify all non-minimal
cuts ¢’ satisfying w(C") < w,, which is good because their identification
wastes computational effort. Consider, for instance, the last term of
equation (2.1), C.(G)Ne1N- - Nex when Cy = {ey, ..., ex}. This subset of
the partition includes all non-minimal cuts containing Cy = {ei,...,ex}.
However, Algorithm A2 does not partition C.(G)Ne; N---Ney further,
because any cut it might contain other than Cj is a superset of Cp and
must therefore be non-minimal.

2.2 An Implementable Algorithm

Algorithm B, below, implements a variant of Algorithm A2. We quasi-
exclude an edge e from every cut in a subtree of the enumeration tree
by simply setting w. = oo, represented by a suitably large integer. Ev-
ery near-min cut in G must have a finite weight, so setting w, = 0o
effectively eliminates cuts containing e. This means that quasi-exclusion
implements true exclusion. The graph G with edge e quasi-excluded is
denoted G — e.

We quasi-include e = (u,v) by effectively adding two edges to G,
(s,u) and (v,t), both with infinite weights. The graph G with edge e
quasi-included is denoted G + e. Now, any cut of a graph must contain
at least one edge from every path, so any cut of G+e must contain (s, u},
(u,v) or (v,t), and any finite-weight cut of G +e must contain e = (u, v).
(We can omit (s,u) if v = s, and omit (v,t) if v = ¢.) In reality, we
implement quasi-inclusion of e = (u,v) by temporarily treating u as
an additional source and v as an additional sink. Unfortunately, quasi-
inclusion can create modified graphs with minimal cuts that correspond
to non-minimal cuts in the original graph G. (See the example below.)
Thus, Algorithm B must screen for non-minimal cuts, just as Algorithm
A2 does.

Figure 2.3 illustrates the quasi-inclusion and -exclusion of edges. G +
Et — E7 denotes G with E* quasi-included and E~ quasi-excluded.
The caption describes an example of how quasi-inclusion of an edge in
the depicted graph can create a modified graph in which a minimal cut
is non-minimal in the original graph G.
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Figure 2.3. Quasi-inclusion and -exclusion of an edge from cuts in a graph G.

(a) Edge eq is quasi-excluded from every cut by setting ws = oco. (b) Edge eq
is quasi-included in every cut by, in effect, adding infinite-weight edges (s,u) and
(v,t) to G. Quasi-inclusion can create difficulties (not indicated explicitly in the
figures): {e1,e2,es} forms a minimal cut of G + es (G with edge es quasi-included),
but {e1, e2,es} is not a minimal cut of G.
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Note that Algorithm B calls a subroutine MaxFlow which is assumed
to return a min cut C’ in the current graph G’ along with the weight of
that cut w(C"), which equals the value of the max flow. Also note that,
in order to keep the notation similar to the earlier algorithms, Algorithm
B repeatedly modifies a copy of the original graph G, rather than recur-
sively modifying and “unmodifying” a single copy of G. The actual Java
implementation of Algorithm B uses the latter, more efficient approach.

Algorithm B
DESCRIPTION: An implementable version of Algorithm A2 to
solve ANMCP;
INPUT:A directed graph G = (V, E), s, t, w, and e.
OUTPUT: All minimal s-¢ cuts C. in G with
w(Ce) < (1+ e)w(Co).

begin

[wo, Co] «— MazFlow(G,s,t, w);

e — [ (1+uo);

Et — @; /* set of edges to be included */
E™ « @ /* set of edges to be excluded */
EnumerateB(G, s, t,w, Et E~ @) ;

end.

Procedure EnumerateB(G,s,t,w,E* E~ )
begin
w—w; G <G,
for ( each edge e = (u,v) € E7) w'(u,v) « oo;
for ( each edge e = (u,v) € E* ) begin
add artificial edge (s,u) to G’ and let w'(s,u) « oo;
add artificial edge (v,t) to G’ and let w'(v,t) « oo;
endfor;
/¥ G’ and w' are now interpreted to include artificial edges */
[w',C'] «— MaxFlow(G', s,t,w');
if (w' > w, ) return;
if ( C’ is minimal in G ) print (C");
for ( eachedge e € C'\E™ ) begin
E- — E-U{e}
EnumerateB (G, s, t,w, E*,E~ ,);
E™ — E\{e} ;
Et — Et U {e};
endfor;
return;
end.
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23 Correctness of Algorithm B

We assume the correctness of Algorithm A2. Algorithm B begins by
finding a min cut in G and determining We using a max-flow algorithm,
all in an obviously correct manner. That is, the main routine of Algo-
rithm B correctly implements the main routine of Algorithm A2. Then,
where Algorithm A2 finds a minimal or non-minimal, min-weight cut
that includes edges in E*and excludes edges in £~, Algorithm B solves
a max-flow problem and finds a min cut ¢’ in G+ ET — E~. ¢’ may or
may not be a minimal cut in the original graph G, but its deletion from
G does disconnect s from ¢ in G, because (a) C' C E because artificial
edges have infinite weight and thus cannot be contained in C’, and (b)
every s-t path in G + E* — E~ is disconnected by deleting C’, and (c)
every path in G is also a path in G+ ET — E~ by construction; thus, all
paths in G are disconnected by deleting C’ from that graph. Algorithm
B is clearly finite and will be correct as long as it correctly partitions
the space of all minimal cuts in G (along with some non-minimal cuts
perhaps).

The partitioning will be correct if no non-minimal cuts that Algo-
rithm A2 might identify are lost in the calls to EnumerateB and no
non-minimal cuts are repeated. The following two lemmas suffice to
prove this.

Lemma 2 Let C be a finite-weight set of edges in G and let Et and E~
be quasi-inclusion and quasi-exclusion sets, respectively, produced while
running Algorithm B. Suppose that C N ET = Et and CNE™ = Q.
Then C is a minimal cut of G only if C is also a finite-weight minimal
cutof G+ Et —E~.

Proof: Since CNE~ =@, C has finite weight in G+ET—-E~, G+ E™
has the same topological structure as G+ ET — E~, so we need only be
concerned with the former. Now, C is clearly a cut in G + ET because
the fact that CNE™ = Et means that no edges crossing from the s side
of the cut in G to the ¢ side have been added; only edges from the ¢ side
of the cut to ¢ or from s to some vertex on the s side of C could have
been added through quasi-inclusion of E*. So, Cis acut in G+ E™*, and
it must be minimal because every path in G is also a path in G+ E+. i

Lemma 3 Let C be a set of edges in G and let E+ and E~ be, respec-
tively, quasi-inclusion and quasi-exclusion sets produced while running
Algorithm B. Suppose that CNEY # Et or CNE™ #@. Then, Cis a
not a finite-weight minimal cut of G + E* — E—.

Proof: We know that quasi-exclusion properly implements edge exclu-
sion. Thus, C cannot be a finite-weight minimal cut of G + E+ — E~ if
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some edge of C has been excluded, i.e., if CN E~ # . From the dis-
cussion on quasi-inclusion, we know that all finite-weight minimal cuts
of G + E* must contain ET, i.e., C cannot be a finite-weight minimal
cut of G+ ET -~ E-ifCNET#E*T. 1

The following theorem results.

Theorem 1 Algorithm B solves ANMCP. 11

24 Complexity of Algorithm B

We show below that Algorithm B has polynomial complexity when G
and/or w satisfy certain conditions. This discussion ignores minimality
testing after the next lemma because it cannot add to Algorithm B’s
worst-case complexity for any problem, assuming that at least O(m)
work must arise at every node of the enumeration tree:

Lemma 4 Testing whether or not a set of edges C in G is a minimal
s-t cut can be accomplished in O(m) time.

Proof: Assume that C is a minimal or non-minimal cut and mark all
vertices as ‘“‘unreachable.” Now, perform a breadth-first search starting
at s, trying to reach as many vertices as possible without traversing any
cut edges (u,v) € C. Mark the vertices reached as “reachable from s.”
Conduct a similar search, traversing edges backward from ¢, marking
the vertices reached as “can reach ¢.” (If a backward search from ¢ can
reach v, then v can reach ¢t along a directed path.) By definition, C is
minimal if and only if, for all edges (u,v) € C. u is reachable from s
and v can reach¢. The amount of work involved in the two searches and
testing the edges in C is clearly O(m). il

241 Complexity Analysis of Min-Cut Enumeration.
We first analyze the complexity of enumerating minimum cuts (e = 0),
since this is an important special case of near-min cut enumeration. Con-
sider the enumeration tree of Figure 2.2. Every node in that tree is either
productive and defines a new cut (the filled-in nodes), or it is an unpro-
ductive terminal node from which backtracking occurs immediately. In
general, the quasi-inclusion technique can result in unproductive non-
terminal nodes because it can identify a non-minimal cut and be unable
to backtrack immediately. Fortunately, any non-minimal cut encoun-
tered while solving AMCP must correspond to a terminal node and an
efficient procedure results.

We know that the worst-case complexity of solving, “from scratch,”
an initial max-flow problem on G = (V,E) is O(f(n,m)), where f(n,m)
is a polynomial function of n = |V| and m = |E|. (For instance, the
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first polynomial-time algorithm for max flows, a flow-augmenting path
algorithm due to Edmonds and Karp (1972), has worst-case complex-
ity O(nm?); the more modern pre-flow push algorithm due to Goldberg
and Tarjan (1988) has O(nmlog(n?/m)) worst-case complexity.) At
each non-root node of the enumeration tree, the local max flow can be
obtained by performing flow augmentations starting with the feasible
flow from the parent node. (A feasible flow f in G must be feasible for
G — E~ + E™ because the latter graph is obtained from the former by
increasing the capacity on certain edges, specifically e € F~, and adding
some other edges, specifically e € Et. Neither of these operations re-
duces the capacity on any path in the original graph G.) Each flow
augmentation requires O(m) work using breadth-first search in a stan-
dard fashion, but the total amount of work performed at each node can
be limited to O(m), because (a) if the first search does not find a flow-
augmenting path, a new min cut has been identified (this fact follows
from the standard constructive proof of the max-flow min-cut theorem,
e.g., Ahuja, et al. 1993, pp. 184-185), and (b) if a flow-augmenting path
is found, the locally maximum flow is at least wo + 1 and the algorithm
can backtrack immediately. (The algorithm must be modified slightly to
enable this “peremptory backtracking.”) Thus the number of productive
nodes is |Co(G)|.

Now, each non-terminal node can generate at most n child nodes
assuming G has no parallel edges, and thus each productive node can
generate at most n unproductive (terminal) nodes. Therefore, the total
number of nodes generated is bounded by n|Cy(G)|. The amount of
work to generate each node except the first is O(m), and the amount of
work to generate the first node is O(f(n,m)) so we have the following
result.

Theorem 2 Algorithm B withe = 0 finds all minimum-weight s-t cuts
(solves AMCP) in O(f(n,m) +mn|Co(G)|)) time. B

This shows that Algorithm B is theoretically efficient for AMCP since
only a polynomial amount of work is expended for each cut enumerated.
The Algorithm is admittedly less efficient for solving AMCP than are
some other algorithms from the literature: For instance, the algorithm of
Provan and Shier (1996) solves AMCP in O(f(n,m)+ (m+n)(|Co(G)]))
time. Nevertheless, our algorithm has several advantages in that (a)
it is easy to implement, (b) its empirical efficiency is quite good (see
Section 3) and, (c) it extends to near-min cut enumeration, i.e., to solving
ANMCP, by simply setting ¢ > 0.
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2.4.2 Complexity Analysis of Near-Min Cut Enumeration.
The argument of the previous section leads quickly to this corollary:

Corollary 1 If mingeg we > w(Co)e, then Algorithm B solves ANMCP
in O(nf(n,m)|Co(G)|) time.

Proof: “f(n,m)” is a multiplier on |Co(G)| here because we are unable
to bound the number of flow augmentations required in EnumerateB to
establish a new max flow: We simply resort to the bound implied by
solving each max-flow problem from scratch. As before, the multiplica-
tive factor n will bound the number of terminal nodes emanating from
a productive node.

Just as in Theorem 2, the statement of the Corollary will be true
if Algorithm B can always backtrack when it finds a non-minimal cut,
that is, if every non-minimal cut corresponds to a terminal node. This
is true because any non-minimal cut must have weight at least w(Cp) +
minee g we > w(Co) + w(Co)e = w(Co)(1 + €) = we,

So, Algorithm B is efficient when € is sufficiently small. It is also
efficient when G has special topology.

Theorem 3 Algorithm B solves ANMCP in O(nf(n,m)|Co(G)|) time
whenever G contains an edge of the form (s,u) for each u € V\{s,t}
and an edge of the form (v,t) for each v € V\{s,t}.

Proof: The statement will be true if quasi-inclusion and -exclusion
never change the vertex-to-vertex connectivity of a graph, because then
any minimal cut of G + Et — E~ must be a minimal cut of G. But
quasi-inclusion never changes connectivity irrespective of graph topol-
ogy. Quasi-exclusion for e = (u,v) always adds edges of the form (s, u)
and (v,t), but as specified, G already contains such edges. ll

Corollary 2 Algorithm B solves ANMCP in O(nf(n,m)|Co(G)|) time
when G is a complete directed graph or complete acyclic graph with s <t
in the acyclic (topological) ordering of the vertices. B

Of course, the problem is trivial if s > t.

By the arguments of the preceding section, the number of nodes in
enumeration tree should be bounded by n(|C.(G)| + |C"|), where C”
denotes the set of near-minimum, non-minimal cuts identified as nodes
in Algorithm B’s enumeration tree where immediate backtracking is not
allowed, i.e., the set of unproductive, non-terminal nodes in that tree.

The test for non-minimality takes O(rm) time at each node by Lemma
4. The search for a local max flow might require multiple flow aug-
mentations and might be as hard as solving a max-flow problem from
scratch. Therefore, the work expended at every node is O(f(n,m)+m) =

O(f(n,m)).
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If we could backtrack whenever a non-minimal cut was identified,
then we could state that C” = @ and the resulting complexity for
the whole algorithm would be O(nf(n,m)|C(G)|). But, it is easy to
show by example that backtracking when a non-minimal cut is encoun-
tered can result in the loss of some valid minimal cuts. Thus, Algo-
rithm B must continue partitioning, even on non-minimal cuts, until
it can backtrack based on cut weight. This results in a complexity of
O(nf(n,m)(|Ce(G)| + |C"])), which may not be polynomial if |C”| is
exponentially larger than C.(G). Therefore, the worst-case complexity
of Algorithm B for arbitrary € and/or arbitrary graph topology is not
well determined. We leave this complexity issue as a topic for future
research.

3. Computational Results

This section reports on computational experiments with Algorithm
B to demonstrate its empirical efficiency for solving both AMCP and
ANMCP. We test Algorithm B on both weighted and unweighted grid
graphs and on several problem instances from the literature.

Algorithm B is written and compiled using the Java 1.2.2 program-
ming language (Sun Microsystems 1998). All tests are performed on a
personal computer with a 733 MHz Pentium III processor and 128 MB
of RAM, running under the Windows 98 SE operating system.

3.1 Efficient Implementation of Algorithm B

We have described Algorithm B in a simple form for clarity, but there
are several modifications that improve its performance in practice. As
discussed in Section 2.4.1, the MaxFlow routine of Algorithm B is im-
plemented to solve an “incremental” max-flow problem. Specifically, £*
in G is a feasible flow in G + E* — E~, so a flow-augmenting path algo-
rithm operating on a graph at some non-root node in the enumeration
tree simply begins with the maximum flow from the parent node, rather
than starting with f = 0. (See Ahuja et al. 1993, pp. 180-184.)

Another issue in an efficient implementation is edge inclusion. In
theory, we quasi-include an edge (u,v) by adding infinite-weight edges
(s,u) and (v,t) to the graph, but in practice we simulate this by simply
treating v as an additional source and v as an additional sink.

Algorithm B also incorporates “peremptory backtracking” from within
the MaxFlow routine. In particular, that routine does not need to solve a
max-flow problem to completion if it augments enough flow to learn that
the local max flow exceeds w,, which implies that any locally minimum
cut ¢’ must have w(C’) > @.. When this situation occurs, MaxFlow
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halts and returns the current feasible flow value F, which causes Enu-
merateB to return immediately.

The rest of the implementation is straightforward. We use forward
and reverse star representation of G as our data structure (Ahuja et
al. 1993, pp. 35-38) and a variant of the shortest flow-augmenting-path
algorithm of Edmonds and Karp (1972) for solving max-flow problems.
(More sophisticated algorithms would speed computations somewhat,
but this algorithm is more than adequate to verify the usefulness of our
methodology.)

3.2 Test Problems

Our literature search has not uncovered any particular problem fam-
ily designed for testing algorithms for AMCP and ANMCP, except for
Grid Graph Families (GGFs) (Curet et al. 2002, Gibbons 2000), which
we will explore. Additionally, we have modified some DIMACS prob-
lems (The Center for Discrete Mathematics and Theoretical Computer
Science, DIMACS 1991) and several problem classes from Levine (1997)
to test Algorithm B.

We have coded a GGF generator (GGFGEN) in Java to generate grid
graphs. The height H of the grid measured in nodes, and its length L in
nodes, determine the size of the generated graph. One other parameter
is g, which indicates whether the graph is weighted (¢ = 1)or unweighted
(¢ = 0). “Unweighted” simply means that all edge weights are 1 or oo:
For both weighted and unweighted graphs, the edges beginning at s and
ending at ¢ have infinite weights. Every vertex u € V\{s,t} is connected
to each adjacent vertex v (vertically and horizontally, assuming such
adjacent vertices exist) with two directed edges, (u,v) and (v,u). Edge
weights for weighted graphs are pseudo-random, uniformly distributed
integer weights in the range [1,10]. GGFGEN produces a directed graph
with HL + 2 vertices and 4HL — 2L edges. Figure 7 shows a graph
generated by GGFGEN with inputs H = 3, L = 4, ¢ = 0. Table 2.1
specifies the problems instances that are tested.

We have also chosen two other graph generators from the literature,
implemented in the C programming language and available via Internet
for research use. The first is the Double-Cycle Generator (DBLCYCLE-
GEN) (Levine 1997), which generates undirected graphs that we convert
to directed graphs. The single input parameter for DBLCYCLEGEN is
n = |V|. DBLCYCLEGEN generates two interleaved cycles on n ver-
tices: The outer cycle includes all n vertices with edge weights of 1000
and 997, and the inner cycle connects every third vertex of the outer
cycle with the edges of weights 1 or 4. Vertices s and ¢ are chosen to
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Figure 2.4. An unweighted, directed grid graph Generated by GGFGEN with inputs
H =3, L =4, and ¢ = 0. Edges incident to s and ¢ have infinite weights. Other

weights are all 1. Bi-directional edges between u and v represent two directed edges,
(u,v) and (v,u).

Table 2.1. Problem groups for GGF. This table shows the GGF input graphs and
parameter settings with which we test Algorithm B. “¢ = 0” indicates unweighted
graphs, and “q = 1" indicates weighted ones.

Problem Name H L € q

GGF-square 5,10,15,20,25, 5,10,15,20,25, 0.0,0.05 [0, 1
30,40,. .., 90 30,40,. ..,90 .10, .15

GGF-long 25 100,125, .. .,250 0.0 0
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Table 2.2. Problem types for DBLCYCLEGEN and AD. Graphs of type DBLCYC-I
are generated with DBLCYCLEGEN and have n = 500 vertices and 1000 undirected
edges on two interleaved cycles; the undirected edges are converted to m = 2000
directed edges. Graphs of type AD are fully dense, directed acyclic graphs with
n = 50 and m = 1225 unweighted edges.

Problem Name n € q
DBLCYC-I (Levine 1997) | 500 |0.00, 0.10, 1.25, 1.50, 1.75, 2.00 |0, 1
AD (DIMACS 1991) 50 0.10, 0.20, ..., 0.70 0

be as distant from each other as possible. A minimum cut lies in the
middle of the graph with a weight of 2000 and there are many near-min
cuts with weight 2006.

The second generator is the Acyclic Dense (AD) graph generator from
DIMACS (1991). AD takes n as its input parameter and generates a fully
dense, directed acyclic graph with n vertices and m = n(n — 1)/2 edges.
We replace the pseudo-randomly generated edge weights in AD with
unit weights to observe the behavior of our algorithm on the underlying
topological structure. In all cases, s = 1 and ¢ = n in the acyclic
ordering of the vertices. Table 2.2 gives the generated problem types for
DBLCYCLEGEN and AD.

3.3 Experiments on Unweighted Graphs

Table 2.3 presents run times of Algorithm B on GGF instances for
solving AMCP. It takes less than 1 second for Algorithm B to identify
all minimum cuts in grid graphs with up to 402 vertices and 1,560 edges.
The number of calls to MaxFlow—this corresponds to the number of
nodes in the enumeration tree—increases roughly linearly with n.

Table 2.4 summarizes the results for ANMCP on GGF-square in-
stances with ¢ = 0.05, 0.10, and 0.15. Solution times are expected to
increase as € increases because the number of cuts in any graph might
be exponential in the size of the graph. The algorithm is quite efficient
for modest-size grid graphs with modest values of e. Compared with
Gibbons’ results for ANMCP (Gibbons 2000), our results show a vast
reduction in calls to MaxFlow and in run times.

Table 2.5 presents results for an unweighted AD graph. Corollary 2
requires that Algorithm B not generate any unproductive non-terminal
nodes for the AD topology, and results displayed in the table provide
empirical verification of this.
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Table 2.3. Run times (in CPU seconds) for Algorithm B solving AMCP on un-
weighted instances of GGF-square and GGF-long graphs. GGFHX I, denotes a GGF
graph with an Hx L grid of vertices. “Non-min cuts” denotes the number of non-
minimal cuts encountered at non-terminal nodes of the enumeration tree. As predicted
by Theorem 2, this number is 0 for AMCP. “Calls to MF” indicates the number of
calls to MazFlow and thus the total number of nodes in the enumeration tree.

[ Problem Non- Calls Run
Name n m |Co| |Co(G)] min to Time
Cuts MF (sec.)

GGF10x10 102 380 10 9 0 92 0.1
GGF20x20 402 1560 20 19 0 382 01
GGF30x30 902 3540 30 29 0 872 01
GGF40x40 1602 6320 40 39 0 1562 0.2
GGF50x50 2502 9900 50 49 0 2452 0.3
GGF60x60 3602 14280 60 59 0 3542 0.5
GGF70x70 4902 19460 70 69 0 4832 21
GGF80x80 6402 25440 80 79 0 6322 5.8
GGF25x100 2502 9800 25 99 0 2477 0.2
GGF25x125 3127 12250 25 124 0 3102 1.2
GGF25x150 3752 14700 25 149 0 3727 3.0
GGF25x175 4377 17150 25 174 0 4352 5.7
GGF25x200 5002 19600 25 199 0 4977 9.0
GGF25x225 5627 22050 25 224 0 5602 13.0
GGF25x250 6252 24500 25 249 0 6227 17.6




42 INTERDICTION AND STOCHASTIC PROGRAMS

Table 2.4. Computational results for Algorithm B solving ANMCP on instances of
unweighted GGF-square graphs with ¢ = 0.05, 0.10, 0.15. |C"| denotes the cardinality
of the largest acceptable cut.

Problem Non- Calls Run
Name n m |Co| |CY |CAG) min to Time
Cuts MF (sec.)
e = 0.05
GGF5x5 27 90 5 5 4 0 22 0.1
GGF10x10 102 380 10 10 9 0 92 0.1
GGF15x15 227 870 15 15 14 0 212 0.1
GGF20x20 402 1560 20 21 703 0 7906 1.5
GGF25x25 627 2450 25 26 1128 0 15506 3.9
GGF30x30 902 3540 30 31 1653 0 26856 12.0
e=0.10
GGF5x5 27 90 5 5 4 0 22 0.1
GGF10x10 102 380 10 11 153 0 956 0.1
GGF15x15 227 870 15 16 378 0 3306 0.5
GGF20x20 402 1560 20 22 13319 0 113090 20.1
GGF25x25 627 2450 25 27 27014 0 274550 T4.4

GGF30x30 902 3540 30 33 924723 378 8911698 4535.1

e =0.15

GGF5x5 27 90 5 5 4 0 22 0.1
GGF10x10 102 380 10 11 153 0 956 0.2
GGF15x15 227 870 15 17 5264 0 35905 4.9

GGF20x20 402 1560 20 23 163283 153 1202033  215.3
GGF25x25 627 2450 25 28 431728 253 3621978  973.3
GGF30x30 902 3540 30 34 13465371 21843 113463496 46395.8
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Table 2.5. Computational results on an unweighted, acyclic dense graph(AD) with
various threshold levels e. This is a fully dense graph with 50 vertices and 1225 edges.
As predicted by Corollary 2, no non-minimal cuts are generated at non-terminal
nodes, irrespective of e.

Non- Calls Run
€ |Col |Ce(G)| min to Time

Cuts MF (sec.)
0.00 49 49 0 1275 0.3
0.10 49 544 0 13650 3.1
0.20 49 4063 0 101625 25.7
0.30 49 19798 0 495000 134.9
0.40 49 75893 0 1897375 542.9
0.50 49 249270 0 6231800 1861.6
0.60 49 730603 0 18265125 5544.8
0.70 49 1962849 0 49071275 15126.6

Table 2.6. Computational results for min-cut enumeration (AMCP) on weighted,
GGF-square problems. As in the unweighted case, no non-minimal cuts are encoun-
tered. All min cuts are identified in less than one second for these instances.

[ Non- Calls Run
Problem Name n m we |Co(G)] min to Time
Cuts MF (sec.)

GGF5x5w 27 90 17 1 0 7 0.1
GGF10x 10w 102 380 42 2 0 92 01
GGF15x 15w 227 870 45 1 0 19 0.1
GGF20x20w 402 1560 69 1 0 32 0.1
GGF25x 25w 627 2450 87 1 0 33 0.1
GGF30x30w 902 3540 108 6 0 217 0.3

34 Experiments on Weighted Graphs

Here we use the GGF-square problems with edge weights that are
pseudo-randomly generated integers in the range [1,10]. Results for min-
imum and near-minimum cut enumeration are summarized in Tables 2.6
and Table 2.7, respectively.

Finally, we test Algorithm B on the DBLCYC-I problems with ¢ rang-
ing from 0.0 to 2.0. These are the only problems where Algorithm B en-
counters substantial numbers of non-minimal cuts from which immediate
backtracking would be incorrect. At € = 1.25, the ratio of the number of
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Table 2.7. Computational results for near-minimum cut enumeration (ANMCP) on
weighted GGF-square problems. wp is the minimum cut weight and . is the weight
of the largest acceptable cut.

Problem Non- Calls Run
Name V]| |E| wo 1 |Ce(G) min to Time
Cuts MF (sec.)
e=0.05
GGF5x5 27 90 5 5 4 0 22 0.1
GGF10x10 102 380 10 10 9 0 92 0.1
GGF15x15 227 870 15 15 14 0 212 0.1
GGF20x20 402 1560 20 21 703 0 7906 1.5
GGF25x25 627 2450 25 26 1128 0 15506 3.9
GGF30x30 902 3540 30 31 1653 0 26856 12.0
e=0.10
GGF5x5 27 90 5 5 22 0 22 0.1
GGF10x10 102 380 10 11 956 0 956 0.1
GGFl5x15 227 870 15 16 3306 0 3306 0.5
GGF20x20 402 1560 20 22 113090 0 113090  20.1
GGF25x25 627 2450 25 27 274550 0 274550 744
GGF30x30 902 3540 30 33 8911698 378 8911698 ~4.5k
e=0.15
GGF5x5 27 90 5 5 22 0 22 0.1
GGF10x10 102 380 10 11 956 0 956 0.2
GGF15x15 227 870 15 17 35905 0 35905 4.9
GGF20x20 402 1560 20 23 1202033 153 1202033 215.3
GGF25x25 627 2450 25 28 3621978 253 3621978 973.3
GGF30x30 902 3540 30 34 13465371 21843 113463496 ~46k
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Table 2.8. Computational results for near-min cut enumeration (ANMCP) on
weighted DBLCYC-I problems with n = 500 (and m = 2000). The number of
non-minimal cuts encountered at non-terminal nodes increases substantially when
¢ becomes sufficiently large.

Non- Calls Run

€ wo we |Co(G)] min to Time

Cuts MF  (sec.)
0.00 1000 1000 2 0 10 0.1
0.10 1000 1100 499 0 1976 0.5
1.00 1000 2000 511 8 2032 0.6

1.25 1000 2250 2479 237411 957178 207.8
1.50 1000 2500 2479 237411 957178 208.7
1.75 1000 2750 2479 237411 957178 207.4
2.00 1000 3000 2509 238041 959683 213.4

near-min non-minimal cuts (encountered at non-terminal nodes) to the
number of near-min minimal cuts jumps dramatically; see Table 2.8.

In summary, computational results above show that Algorithm B per-
forms quite well on a variety of graph types. However, non-minimal cuts
defining unproductive, non-terminal nodes in the enumeration tree can
slow computations when the threshold parameter ¢ becomes large, at
least for certain graph topologies. For dense acyclic graphs, the behav-
ior of Algorithm B verifies Corollary 2: No non-minimal cuts are en-
countered at non-terminal nodes. However, for the double-cycle graphs
DBLCYC-I, the number of non-minimal cuts generated can outnumber
the minimal cuts by a large margin, at least when € becomes large.

4. Conclusions and Recommendations

In this paper, we have developed an algorithm for ANMCP, defined as
the problem of enumerating all near-minimum-weight, minimal s-t cuts
C. in a directed graph G = (V, E) with positive integer edge weights
we ¥V e € E. The users specifies a value € > 0, and the algorithm finds
all minimal s-t cuts C¢ such that w(C.) < (1 + €)w(Cp), where w(C)
denotes the weight of cut C, and Cp is a min-weight cut. The algorithm
first finds a min-weight cut Cj in the input graph via a maximum-flow
algorithm, and then recursively partitions the space of near-min cuts.
Given a cut C, this partitioning is carried out by forcing inclusion and
exclusion of edges from subsequent cuts. An edge (u,v) isquasi-excluded
by simply setting its weight to infinity and quasi-included by implicitly
introducing two infinite-weight edges in G, one extending form s to u
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and the other from v to t. The algorithm solves a max-flow min-cut
problem for each modified graph that is obtained in the enumeration
tree.

We have implemented our algorithm using the following enhancements
to improve computational speed: (a) The algorithm solves a complete
max-flow problem at the root node of enumeration tree but solves only
“incremental” max-flow problems at the all other nodes (the max flow at
a parent node is feasible for all child nodes and thus provides an advanced
start for maximizing flows at those child nodes), and (b) quasi-inclusion
of an edge (u,v) is simulated by treating  as an additional source and
v as an additional sink, and (c) the algorithm backtracks directly from
the max-flow subroutine, without identifying a locally minimum cut, if
a feasible flow is found that exceeds the backtrack threshold. (That flow
is a lower bound on the weight of the min cut.)

Unfortunately, the quasi-inclusion technique can lead to the enu-
meration of non-minimal cuts at non-terminal nodes of the enumera-
tion tree. Non-minimal cuts are easily identified (and ignored), but
they can increase the computational workload and stop us from deriv-
ing a polynomial-time bound for the worst-case complexity of the gen-
eral algorithm: The algorithm cannot always backtrack when it finds
a non-minimal cut. We do obtain, however, a polynomial bound of
O(f(n,m)+nm|C.(G)|) when minee g we > w(Cop)e; here C(G) denotes
the set of near-min cuts and O(f(n,m)) is the worst-case complexity of
the max-flow algorithm being used. Thus, the algorithm has polyno-
mial complexity, per cut enumerated, for the important special case of
ANMCP when ¢ = 0, i.e., AMCP: Enumerate all min-weight s-¢ cuts in
G. We also determine the polynomial bound of O(nf(n,m)|C.(G)|) for
certain graph topologies such as complete graphs and complete acyclic
graphs.

Computational results for ¢ > 0 show that Algorithm B has good
empirical efficiency as long as ¢ is not too large. Unfortunately, large
€ can lead to the identification of many non-minimal cuts where the
algorithm cannot immediately backtrack. Thus, many “unproductive”
non-terminal nodes can be encountered in the enumeration tree, and it
is only these nodes that stop us from proving polynomial complexity.

To improve the algorithm, one might try to create a better quasi-
inclusion technique or develop a completely different technique for edge
inclusion. For instance, we have not tried simply setting to O the capacity
of an arc to be included. If “true edge inclusion™ (as opposed to quasi-
inclusion) can be efficiently implemented, this should yield a provably
polynomial-time algorithm for near-min cut enumeration. However, it
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can be proven that the problem of finding a min cut that includes a
specific set of edges is actually NP-complete.

If the current quasi-inclusion technique is retained, another approach
might be used to avoid enumerating non-minimal cuts. In particular,
edges that cannot occur in any minimal cut given those that are already
included might be identified and marked as “forbidden for inclusion.”
These edges would be excluded, as usual, by setting their weights to
infinity. An edge (u,v) can be forbidden from inclusion if (a) every s-u
or v-t path contains at least one included edge, or (b) some included
edge (v/,v') must contain (u,v) in every s-u' path or in every v'-¢ path.
This list is not all-inclusive, however.

Another practical improvement might result from this: The algorithm
can backtrack whenever the set of quasi-included edges forms a cut in
the original graph.

Computation times on some large graphs would be improved by solv-
ing the initial maximum-flow problem using a more efficient algorithm,
e.g., Goldberg and Rao (1998). It may also be possible to show that the
worst-case complexity of the algorithm is actually better than reported
by amortizing the work involved in augmenting flows over the course of
running the algorithm.

We have shown that Algorithm B will not enumerate any non-minimal
cuts if every vertex v € V'\{s,t} has incident edges (s,v) and (v,t). It
would be interesting to determine if the algorithm will enumerate only
minimal cuts for other graph topologies, too. For instance, using the
dual of a planar graph and shortest-path techniques, it is possible to
enumerate near-min cuts in an undirected s-t planar graph in polynomial
time per cut. Thus, it is natural to wonder if Algorithm B can too.

Acknowledgments

The authors thank Matthew Carlyle, David Morton, Alexandra New-
man and Craig Rasmussen for their helpful suggestions regarding this
paper. The authors also thank the Office of Naval Research and the Air
Force Office of Scientific Research for their support of this research.

References

Abel, V., and Bicker, R., (1982), “Determination of All Minimal Cut-Sets
between a Vertex Pair in an Undirected Graph,” IEEE Transactions
on Reliability, Vol. R-31, pp. 167-171.

Ahmad, S.H., (1990), “Enumeration of Minimal Cutsets of an Undirected
Graph,” Microelectronics Reliability, Vol. 30, pp. 23-26.



48 INTERDICTION AND STOCHASTIC PROGRAMS

Avis, D., and Fukuda, K., (1996) “Reverse Search for Enumeration,”
Discrete Applied Mathematics, Vol. 65, pp. 21-46.

Boyle, M.R., (1998), “Partial-Enumeration For Planar Network Interdic-
tion Problems,” Master’s Thesis, Operations Research Department,
Naval Postgraduate School, Monterey, California, March.

Bussieck, M.R., and Liibbecke, M.E., (1998), “The Vertex Set of a 0/1-
Polytope is Strongly P-enumerable,” Computational Geometry, Vol.
11, pp. 103-109.

Colbourn, C.J., 1987, The Combinatorics of Network Reliability, Oxford
University Press.

Curet, N.D., DeVinney, J., Gaston, M.E. 2002, “An Efficient Network
Flow Code for Finding All Minimum Cost s-t Cutsets,” Computers
and Operations Research, Vol. 29, pp. 205-219.

DIMACS, (1991), The First DIMACS International Algorithm Imple-
mentation Challenge, Rutgers University, New Brunswick, New Jer-
sey. (Available via anonymous ftp from dimacs.rutgers.edu.)

Edmonds, J. and Karp, R.M., (1972), “Theoretical Improvements in Al-
gorithm Efficiency for Network Flow Problems,” Journal of the ACM,
Vol. 19, pp. 248-264.

Fard, N.S., and Lee, T.H., (1999), “Cutset Enumeration of Network Sys-
tems with Link and Node Failures,” Reliability Engineering and Sys-
tem Safety, Vol. 65, pp. 141-146.

Gibbons, M., (2000), “Enumerating Near-Minimum Cuts in a Network,”
Master’s Thesis, Operations Research Department, Naval Postgradu-
ate School, Monterey, California, June.

Goldberg, A.V., and Rao, S., (1998), “Beyond the Flow Decomposition
Barrier,” Journal of the ACM, Vol. 45, pp. 783-797.

Goldberg, A.V., and Tarjan, R.E., (1988), “A New Approach to the
Maximum Flow Problem,” Journal of the ACM, Vol. 35, pp. 921-940.

Gusfield, D., and Naor, D., (1993), “Extracting Maximal Information
About Sets of Minimum Cuts,” Algorithmica, Vol. 10, pp. 64-89.

Kanevsky, A., (1993), “Finding All Minimum-Size Separating Vertex
Sets in a Graph,” Networks, Vol. 23, pp. 533-541.

Karger, D.R., (2000), “Minimum Cuts in Near-Linear Time,” Journal of
the ACM, Vol. 47, pp. 46-76.

Karger, D.R., and Stein, C., (1996), “A New Approach to the Minimum
Cut Problem,” Journal of the ACM, Vol. 43, pp. 601-640.

Lawler, E.L., Lenstra, J.K., Rinooy Kan, A.H.G., and Shmoys, D.B.,
(1985), The Traveling Salesman Problem, John Wiley & Sons, Chich-
ester, England.

Levine, M., (1997), “Experimental Study of Minimum Cut Algorithms,”
Master’s Thesis, Department of Electrical Engineering and Computer



REFERENCES 49

Science, Massachusetts Institute of Technology, Cambridge, Massa-
chusetts, May. (http://theory.lcs.mit.edu/~mslevine)

Nagamochi, H., Ono, T., and Ibaraki, T., (1994), “Implementing an Ef-
ficient Minimum Capacity Cut Algorithm,” Mathematical Program-
ming, Vol. 67, pp. 297-324.

Nagamochi, H., Nishimura, K., and Ibaraki, T., (1997), “Computing All
Small Cuts in an Undirected Network,” SIAM Journal on Discrete
Mathematics, Vol. 10, pp. 469-481.

Nahman, J.M., (1997), “Enumeration of Minimal Cuts of Modified Net-
works,” Microelectronics Reliability, Vol. 37, pp. 483-485.

Patvardhan, C., Prasad, V.C. and Pyara, V.P., (1995), “Vertex Cutsets
of Undirected Graphs,” IEEE Transactions on Reliability, Vol. 44, pp.
347-353.

Picard, J.C., and Queyranne, M., (1980), “On The Structure of All Min-
imum Cuts in a Network and Applications,” Mathematical Program-
ming Study, Vol. 13, pp. 8-16.

Prasad, V.C., Sankar, V., and Rao, P., (1992), “Generation of Vertex and
Edge Cutsets,” Microelectronics Reliability, Vol. 32, pp. 1291-1310.
Provan, J.S., and Ball, M.O., (1983), “Calculating Bounds on Reacha-
bility and Connectedness in Stochastic Networks,” Networks, Vol. 13,

pp. 253-278.

Provan, J.S., and Shier, D.R., (1996), “A Paradigm for Listing (s,7)-Cuts
in Graphs,” Algorithmica, Vol. 15, pp. 351-372.

Ramanathan, A., and Colbourn, CJ., (1987), “Counting Almost Mini-
mum Cutsets with Reliability Applications,” Mathematical Program-
ming, Vol. 39, pp. 253-261.

Shier, D.R., and Whited, D.E., (1986), “Iterative Algorithms for Gen-
erating Minimal Cutsets in Directed Graphs,” Networks, Vol. 16, pp.
133-147.

Sung, C.S., and Yoo, B.K., (1992), “Simple Enumeration of Minimal
Cutsets Separating 2 Vertices in a Class of Undirected Planar Graphs,”
IEEE Transactions on Reliability, Vol. 41, pp. 63-71.

Sun Microsystems Inc., (1998), Java Platform Version 1.2.2.

Tsukiyama, S., Shirakawa, 1., Ozaki, H., and Ariyoshi, H., 1980, “An
Algorithm to Enumerate All Cutsets of a Graph in Linear Time per
Cutset,” Journal of the ACM, Vol. 27, pp. 619-632.

Vazirani, V.V., and Yannakakis, M., (1992), “Suboptimal Cuts: Their
Enumeration, Weight and Number,” Automata, Languages and Pro-
gramming. 19th International Colloquium Proceedings, Vol. 623 of
Lecture Notes in Computer Science, Springer-Verlag, pp. 366-377.

Wood, R.K., (1993), “Deterministic Network Interdiction,” Mathemati-
cal and Computer Modeling, Vol. 17, pp. 1-18.



This page intentionally left blank



Chapter 3

A DECOMPOSITION-BASED
PSEUDOAPPROXIMATION ALGORITHM
FOR NETWORK FLOW INHIBITION

Carl Burch
College of St Benedict and St John’s University
cburch@csbsju.edu

Robert Carr
Sandia National Laboratories
rdcarr@sandia.gov

Sven Krumke
Konrad-Zuse-Zentrum
krumke @zib.de

Madhav Marathe
Los Alamos National Laboratory
madhav @lanl.gov

Cynthia Phillips
Sandia National Laboratories
caphill@sandia.gov

Eric Sundberg
Rutgers University
sundberg@math.rutgers.edu



52 INTERDICTION AND STOCHASTIC PROGRAMS

Abstract In the network inhibition problem, we wish to expend a limited budget
attacking a given edge-capacitated graph by “paying” to remove edge
capacity from some subset of the edges. We wish to minimize the re-
sulting maximum flow between two designated vertices s and t. The
problem is strongly A/P-hard. Previous approximation algorithms ap-
plied only to planar graphs. In this chapter, we give a polynomial-time
algorithm, based on a linear-programming relaxation of an integer pro-
gram, that finds an attack with cost B, and residual network capacity
(max flow) C, such that

Ba Ca
—— 4 e—— < +
B EC* sl+e

where ¢ > 0 isa given error parameter, B is the given budget (the
amount of resources to expend damaging the network), and C* is the
minimum (optimal) residual capacity for any attack with budget B.
For example, our algorithm returns a (1,1 -+ 1/e)-approximation or a
(1 + ¢, 1)-pseudoapproximation, but we do not know which a priori.
The parameter ¢ biases the nature of the solution, but does not affect
the running time.

We generalize the pseudoapproximation algorithm to multiple attack
methods/budgets and give a polynomial-time algorithm to compute the
most cost-effective attack.

Keywords: network interdiction, multicriteria optimization, integer programming,
linear programming, minimum cut

1. Introduction

The Network Inhibition or Network Interdiction Problem models the
computation of a strategy to attack the transportation capacity of a
transportation network. One may wish to compute such a strategy to in-
hibit the flow of dangerous material through a network. Alternatively, if
one wishes to protect transportation capacity, optimal and near-optimal
attack strategies can indicate vulnerabilities in a network, areas that
need reinforcement.

Our transportation-capacity metric is the classic maximum s-t flow.
Given an undirected graph G = (V, E) and two designated vertices s,t €
V, material “flows” through the network from the source vertes to the
sink vertex t. Each edge e = (u,v) has an initial capacity c. = cyy >
0. A feasible flow assigns a flow value fy,, fu,, to each direction for
edge e obeying capacity constraints on each edge and flow conservation
constraints on each vertex other than s and £. More formally, for each
edge (u,v), we have fuy -+ fou < cup (generally at least one of fuy, fou

will be zero) and for each vertex v # s,t, we have 3y i _ (v} fur =
Y wev— (v} fow. The maximum flow is the maximum total flow into the
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sink (equivalently out of the source) for any feasible flow. This represents
the maximum possible steady-state flow of material through the network.

If the nodes of a flow network are partitioned into two sets, S and T
with s € S and t € T, the set of edges with one endpoint in S and the
other endpoint T is called a cut. The capacity of a cut is the sum of
the capacities of the edges in the cut. By Ford and Fulkerson’s classic
max flow/min cut theorem [Ford and Fulkerson, 1962], the value of a
maximum flow equals the minimum capacity of any s-t cut.

In the Network Inhibition Problem, we are given a capacitated graph
as described above. In addition each edge e has removal cost 7. repre-
senting the cost to remove the edge from the graph. This removal cost
may be infinite. We assume removal is linear for all edges with finite
removal cost, so that paying ary, for 0 < a < 1 removes acy, units of
capacity from edge (u,v). We wish to expend at most a fixed budget B
removing capacity from edges of G to minimize the resulting maximum
s-t flow. By the above discussion, this is equivalent to minimizing the
resulting minimum cut. We call the post-attack mininum cut capacity
(maximum flow), the residual capacity of the network.

Phillips provided the first full characterization of the complexity of
this problem [Phillips, 1993]. She proved the problem is weakly NP-
complete for planar graphs and restrictive subsets of planar graphs and
gave a fully-polynomial-time approximation scheme for planar graphs.
She also showed that the problem is strongly NP-complete for gen-
eral graphs, but gave no approximation algorithms for the general case.
These results also hold for the case where no edge can be partially cut.

Wood [Wood, 1993] independently showed that the network-inhibition
problem is strongly NP-complete. He describes methods for effectively
solving integer-programming formulations of variants on the network in-
hibition problem. For example, he defines valid inequalities that can
tighten the gap between the linear-programming relaxation and the in-
teger polytope. Since network inhibition is strongly NP-complete, these
methods require exponential time in the worst case. Earlier work from
the 70’s include a branch-and-bound strategy for general graphs [Ghare
et al.,, 1971], and methods of varying quality for inhibition of s-t-planar
graphs (planar graphs with both the source and the sink on the outer
face) [McMasters and Mustin, 1970, Helmbold, 1971].

In this chapter we consider approximation methods for general in-
stances of the network inhibition problem. Let C* be the optimal (min-
imum) residual capacity for any attack of cost at most B on graph G.
A f-approximation algorithm for the network inhibition computes an
attack strategy for network G of cost at most B such that the residual
capacity is no more than SC*. A (p,)-approximation algorithm for
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the network inhibition problem relaxes the budget constraint. It finds
an attack strategy using budget at most pB with residual capacity at
most C*. If the budget is negotiable, this is a multicriteria approxi-
mation algorithm. If the budget is a tight constraint, this is a pseudo-
approximation algorithm, since the solution is not technically feasible.

In this chapter, we give a simple algorithm that, given an ¢ > 0 returns
either a (1,1+41/¢) approximation, (a true (1+1/¢) approximation), or a
(1+¢,1) pseudoapproximation. If the solution exceeds the budget, then
it is actually superoptimal. We do not know which type of solution we
will compute a priori. The parameter € biases the nature of the solution,
but does not affect the running time.

The algorithm uses the decomposition method. A number of recent pa-
pers, for example [Bar-Noy et al., 2001, Naor and Schieber, 1997, Phillips
et al., 2002, Srinivasan, 1997] have used the decomposition method
to find true approximation algorithms for combiniatorial optimization
problems. Others such as [Boyd and Carr, 1999] have used decomposi-
tion to prove structural results about the set of feasible solutions for a
combinatorial optimization problem. In the decomposition method, we
first model a problem with an integer (or mixed-integer) linear program:
minimize ¢’z such that Az < b, z > 0, and some subset of the variables
must take on integer values. Here z is an n-vector of unknowns and A
is an nn X m constraint matrix. We assume ¢ > 0. Let S;p be the set of
feasible solutions.

Solving a general integer program (IP) is NP hard. However, we can
relax the integrality constraints to obtain an efficiently-solvable linear
program (LP). We compute z*, an optimal (extreme-point) solution to
this LP relaxation. Because we have only relaxed constraints, C* = cT'z*
is a lower bound on the optimal solution to the integer program.

A (convex) decomposition of an IP is a set {ac(l),...,ac(N)} C Srp
of feasible solutions to the IP and corresponding weights X; > 0, 1 =
1,..., N such that Zf\il Ai = 1. A decomposition F-approximates the
original integer-programming problem if Zij\il MicTz®) < BC*. The so-
lutions S-approximate the problem on average. Because of this averag-
ing, we conclude that one of the (¥ is a S-approximate solution.

A B-approzimate decomposition for a solution z* of an LP relaxation
of an integer program is a convex decomposition of (IP) feasible solutions
such that Eij\il Miz® < Ba*. If there is a B-approximate decomposition
of z* and the cost vector ¢ is nonnegative, then this decomposition also
(-approximates the IP.

In this chapter, we model the network inhibition problem as a mixed-
integer program (MIP). We find an exact (1-approximate) decomposition
{zD, ..., ™)} for the linear-programming relaxation, except we do not
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require each z® to satisfy the budget constraint. Because we have a 1-
approximate decomposition and z* satisfies the budget constraint, the
z®) satisfy the budget constraint on average. Thus we will show that
one of these solutions has cost B, and residual capacity C, such that

% + e—g% <l+e.
We show that this implies our stated approximation bounds. This is
an application of the general methods for multicriteria approximation
through decomposition studied rigorously in [Burch et al., 2001]. Their
methods allow us to generalize to cases where there are multiple types
of budget (say money and time).

Our decomposition algorithm is extremely simple because of the struc-
ture of the network-inhibition polytope. In fact, we can always find a
decomposition with N = 2.

One may use parametric-search techniques to achieve similar approxi-
mation bounds (for the single-budget case). Parametric search has been
applied to multicriteria problems where all criteria are “similar” [Krumke
et al., 1998, Marathe et al., 1998]. For example, one can find a spanning
tree of approximately minimum weight subject to a budget constraint
on the cost of the tree (as specified by a second edge-weight function). A
multicriteria optimization problem is reduced to a single-criteria prob-
lem using a weighted combination of the cost functions. The method
requires only an approximation algorithm for solving the single-criterion
problem.

Rao, Shmoys, and Tardos have independently achieved results similar
to ours for the single-budget network inhibition problem using para-
metric search [Shmoys, 1997]. In fact, using the parametric-search ap-
proach, we can obtain a theoretically-faster algorithm with running time
O(mlogm+T,log?m), where m is the number of edges in the graph and
T, is the time to compute an s-# minimum cut. The advantage of our
approach over parametric search is that it’s extremely simple and non-
iterative. LPs are usually solved much faster than the worst-case bound
in practice, so our algorithm may be competitive or even superior in
practice.

The remainder of this chapter is organized as follows. In section 2 we
give a mixed-integer program for network inhibition. In section 3, we
describe the pseudo-approximation algorithm in more detail and prove
(pseudo)approximation bounds. In section 4 we show how to decompose
the solution to the linear-programming relaxation of the mixed-integer
program. In section 5 we give a geometric interpretation of the decom-
position and the algorithm. Finally, in section 6 we discuss an extension
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to the multiple-budget case and show how to efficiently find a most cost-
effective attack.

2. A Mixed-Integer Program for Network
Inhibition

Phillips [Phillips, 1993] observes that for a particular (fixed) cut the
greedy attack strategy is optimal: One removes edges in decreasing order
of ¢./Te until the budget is exhausted. Thus a solution to the network
inhibition problem can be expressed as an s-t cut, which is then at-
tacked in this manner. We base our mixed-integer program upon this
observation.

The classic minimum-cut integer program [Schrijver, 1986] specifies a
cut by specifying the vertex partition S and 7 used to determine the
cut. The IP has a binary decision variable d, for each vertex v € V,
where d; = 1 and d; = 0. Thus, d, = 1 ifvertex vis on the t side of the
partition and d, = 0 otherwise. An edge is in the cut if it has exactly
one endpoint on the s side. Each such edge contributes to the capacity
of the cut. We model this with a binary variable y,, for each edge (u,v).
We have y,, = 1 if (u,v) is in the cut represented by the d, variables
(that is, the values of d,, and d, differ),and y,, = 0 otherwise. The
min-cut integer program is:

(MC-IP)  minimize Z CuvYuv

(w,v)eE
Yoo 2 du —duv  V(u,v) € E
Yuv 2 o —du  Y(u,v) €E
ds = 0, dt =1
d, € {0,1} YveV

where

The first two sets of constraints set the y,, variables as described
above. Because the constraint matrix is totally unimodular, all extreme
points are naturally integer, and therefore the integrality constraints are
redundant.

We formulate the network inhibition problem from the min-cut formu-
lation. If an edge (u,v) is in the cut designated by the vertex variables
(dy and d, differ) then we must pay to remove the edge, or pay for the
remaining capacity in the objective function. We introduce a continuous
variable z,, for each edge (u,v), which represents the fraction of edge
(u,v) removed through payment. Rational variable ., represents the
remaining fraction of edge (u,v), which contributes to the cut’s residual
capacity. Thus for any edge (u,v) in the cut, we have Yy, + 2y, = 1.

The network-inhibition mixed-integer program is:
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(NL-MIP)  minimize Y cusuo

(u,v)EE
Z(‘u,v)EE TuvZuy < B
Yuv + Zuv Z du - du V(u, ’U) € FE
Yuv + Zuy = dy — dy V(’U,, ?)) EFR

where do =0, dp =1
d'v S {0, 1} YoeV
Yuvy Zuy 0 V(u, ’U) cFE

The first constraint enforces the budget. We could also add the con-
straints Yuw + 2up < 1 for all (u,v) € E. However these constraints will

hold in any optimal solution for the MIP as given above, so we do not
explicitly add them to the formulation.

3. The Pseudo-approximation Algorithm

In this section we describe the decomposition-based approximation
algorithm and prove its approximation bounds given a correct decom-
position.

Let S be the set of feasible solutions to the problem NI-MIP for the
network-inhibition problem given in section 2 without the single (first)
budget constraint. Then the algorithm to (pseudo)approximate network
inhibition is:

1 Compute z*, an optimal extreme point solution to the LP relax-
ation for NI-MIP with residual capacity C*.

2 Compute a:(l),x(2) € & and 0 < A1, A such that A\ + A, =1 and
Mz® 4 Agz@ = g+ 1

3 For 29, 4 € {1,2}, apply the greedy attack strategy to the cut

C; determined by the vertex variables. Compute the cost B(Si)
(the sum of the removal costs for all edges removed) and residual

capacity Cé") (the sum of the capacities of all remaining edges in
the cut). At most one edge will be partially cut, contributing
fractionally to both the cost and the residual capacity.

4 For the given (prespecified) value of €, return the strategy for the
solution 2 such that
B((li) C(gi)

B t¢o

<1l+e

'One can show = instead of > due to a strictly-positive cost vector c. We can assume c is
strictly positive without loss of generality because we can preprocess the graph to eliminate
all zero-cost edges. The greedy solution is also optimal for the fractional case.
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We now argue that one of the two solutions computed in step 3 has
the property required in step 4.
Theorem 1 Given an € > 0, for one of the cuts C; computed in the
algorithm, the greedy attack strategy on C; has cost B,(:) and residual
capacity Céz) such that:
B(gi) (1)

2 <1l+4e.
B+€C*_ + €

Proof. By construction, z* is a convex combination of M and z@.
Therefore, any linear function (with nonnegative coefficients) of z* is a
convex combination of the same linear function applied to z*) and z(2.
In particular, this applies to the budget and residual capacity functions.
For example, we have

/\133(1) + )\256(2) = z*
cT()\lcc(l) + )\256(2)) = lg*
Aclz® 4 acT2® = o

MCY + 000 = ¢

Suppose that no member of the decomposition has the property re-
quired in step 4. That is,

B o

a

B + € o >1+4e¢€
for ¢ = 1,2. Then we have:
T, .x *
rix C
> i
1+¢ > B + 60*
= S5 AiBS +€Z¢2=1 ACE
B C*

2 (@) (1)
: : Ba Ca
- i=1 )\l( B e cr )

2

> > M(l+e)
=1

= 1l+g,

which is a contradiction.
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The first step follows because z* is a feasible solution to the linear-
programming relaxation of TNI—MIP, and therefore it satisfies the budget
constraint: r7x* < B, so ™ F © <1. The step with the strict inequality
applies the assumption that none of the attack strategies satisfies the
required condition. The last step follows from the definition of a convex
combination: A; + Ag = 1. O

Suppose we now have an = € S representing an attack with budget
B, and residual capacity C, that satisfies the conditions in step 4 for
some epsilon > 0. Recall that S is the set of integer feasible solutions
except that the budget constraint may be violated. We now show this
is either a (1 + 1/e)-approximation or that residual capacity is at least
optimal and the budget is violated by no more than a factor of 1 + €.

Theorem 2 Suppose we have a solution with cost B, and residual ca-
pacity C, that satisfies

B,

Co
B +e- <1l+eg,

c* —
where € > 0, B is the budget, and C* is the objective value of the linear-
programming relaxation of NI-MIP. Then either B, < B and C, <
(141/€)C*, orCy < C* and B, < (1 +¢€)B.

Proof: Suppose C, > C*. Since C,/C* > 1, we have

B, B, C,

— — — <

B +e< B -|-€C* <l+e

Thus B,/B < 1. The solution satsifies the budget constraint and there-
fore is feasible. Furthermore, because B,/B > 0, we have eC, /C* < 1+¢
and therefore C, < (1 + 1/€)C*. An analogous argument applies to the
case where B,/B > 1. 0

4. Decomposition

In this section, we show how to decompose an extreme-point solution
for the LP relaxation of the network-inhibition IP. That is, given z*,
an extreme-point optimal solution to the LP relaxation of NI-MIP, we
compute ) 2 € & and 0 < A, Ay < 1 such that A\ + Ay = 1
and Mz + X\z® = 2*. The structure of the solution z* makes this
computation easy.

Theorem 4 proves that for each vertex-variable component d, of z*,
eitherd, =0, ord, =1, ord, = o forsome 0 < o < 1. Assuming such
structure for an extreme-point optimal LP solution, we now describe how
to decompose the solutuion. Let Vo C V be the set of vertices v such
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| ( D
/\|_ =1l-a

z(; i

E,UEs l '&u& ‘ 1
1

VoUVa Vi hiuVa

=

Figure 8.1. The LP optimal solution is a convex combination of two feasible solutions
that differ only in the partition assignment for one set of vertices. This set is an «
fraction on the ¢ side in the LP solution. Values of d,, are shown inside the ovals. For
example, dy, = 0 for all vertices in Vy. Edges sets E; for j = 1,2, 3 are defined by the
dy values in the LP solution. For example, F| is the set of edges with one endpoint in
Vo and the other in V. In either the LP solution or decomposed solutions, the value
of yuv + zuv for an edge (u, v) is the difference in d, values for its two endpoints. For
example, in the LP solution (at the top), yuv + 2us = « for all (u,v) € E;. In solution
2| this quantity is 0 and in solution =@ it is 1.

that d, =0, let V] C V be the set of vertices v such that d, = 1, and let
Vo =V — V5 — Vq be the set of vertices such that d, = a. We construct
2 and (3 as follows. If v € Vo, then df,l) = dg,z) = (. Similarly, If
v € Vi, then ds,l) = d$,2) = 1. There are no other options since all d,, are
bounded between zero and one. If v € V,, then dgl) =0 and df,Q) = 1.
This decomposition is illustrated in Figure 3.1. We set A; =1 — « and
/\2 = .

We now show how to set the edge variables yz(“} and z(z) for: =1,2.
For ease of exposition let us define Ay, = Yy, + 24 for any solution to
NI-MIP (integral or fractional). For cost vectors ¢ > 0, in an optimal LP
solution z* we have h;, = |d} —d}|, and this value is assigned to 2}, and
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¥, according to a greedy cut attack. Define h(z) = |d1(f') —d,(f)| fori=1,2.
Intuitively, we now follow the decisions made in the fractional solution.
If an edge was cut in the fractional solution (usually totally cut), then
treat it the same way (proportionally) in any integer solution where it
is part of the cut. Formally we set z5]3 = —'ﬂ)h(g and y(z) (Z: )hq(ﬁ))
fori=1,2. w

Solutions ™) and z® are feasible solutions for the network inhibi-
tion problem without the budget constraint. Any setting for the d, is
acceptable and we have set h) = |y ® _ g | fori = 1,2 to satisfy the
other constraints.

Theorem 3 The two solutlons W and €@ are an exact decomposition
of the LP optimal x* Zl Lzl = o*

Proof: We have d}, = Ald(l) + )\gd( ) by construction.

We must now show z}, = /\12(1) + )\221(“,) and y;, = Alyfw) + Aoy
First we argue that 21'2=1 )\ihq(“z = hy,. We prove this by case analysis.
Figure 3.1 illustrates the 4 cases for edge (u,v): it can be in set E; for
j=1,2, or 3, or it can be contained within one of the vertex sets Vy, V71,
or V,. Ifedge (u,v) is in set Ey, then hy, = a, hgu) = 0, and h,g,) = 1.
Thus Z?:l Mh$) = (1-—a)*0+ax1l=h},. We omit the other cases
because checking them is straighforward.

We can now complete the proof:

2
S = 3o (,;vw

(2)

= =z

The argument for the y,,, is completely analogous. a

The yffg and z£3 variables for each solution are set to implement the

greedy attack strategy on the cut designated by the d1(, ). One could show
this algebraically. However, it also follows directly from the optimality
of the greedy strategy. The values of the objective functions on the z*)
solutions must equal that of the greedy strategy. Otherwise, there would
be a way to improve these solutions, use the improved solutions in a new
convex combination, and achieve a better LP solution. There may be
multiple optimal greedy solutions if edges tie on the ratio 7.,/cyuy,, but
no non-greedy strategy can be optimal.
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We need only show that the solution z* has the required structure.

Theorem 4 Let x* be an extreme-point solution to the LP relaxation
of NI-MIP. Then there is a 0 < o < 1 such that for each vertex variable
dy of z*, we have d, € {0,a,1}.

Proof: Let S be the polytope of feasible solutions to NI-MIP after all
integrality constraints and the single budget constraint are removed.
We first argue that § is naturally integer. We then argue that adding
the budget constraint to &, creates new vertices only in the middle of
edges of &. This suffices to prove that x* can have at most four values
represented by its components: 0,a,1 — a, and 1. We then argue that
extreme points of the new polytope have only three values. That is, any
vertex containing all four values is necessarily in the interior of the new
polytope.

We now argue that § is naturally integer. Consider the minimum-cut
polytope formed by the system Ax < b,z > 0. That is, consider MC-IP
without the integrality constraints. The matrix A is totally unimodular
and therefore all the vertices have integer coordinates. The system for
Sis A’z < b,z > 0, where we derive A’ from A by replacing gy, with
Yuv + Zuy. Thus matrix A’ is simply matrix A with some duplicated
columns.

Matrix A’ is totally unimodular (TU). To prove this, it suffices to
show that the matrix A" derived from a TU matrix A by replicating
a single column a® is also TU. We can build A’ from A by a series of
such operations. By definition, a matrix is totally unimodular if the
determinant of each square submatrix is 0, 1 or —1 [Nemhauser and
Wolsey, 1988]. Consider a square submatrix of A*. If both o' and its
duplicate are in the submatrix, then the determinant is 0. Otherwise,
the submatrix is also a submatrix of A and therefore its determinant is
0,1,or —1. Thus & is totally unimodular and all of its vertices have
integer coefficients. A B

We now add the budget constraint to polytope S to create polytope S.
Figure 3.2 shows this geometrically. The vertices of S could be original
vertices of S, and therefore integer. All new vertices are created by the
intersection of the new hyperplane with an edge of S. Therefore, they
are points on an external edge of & and are the convex combination of
two integer points. Any convex combination of two vectors having only
binary values can have at most four values: 0, o, 1 — « and 1 for some
0<a<l _

To show that vertices of S in fact have only 3 values for the d, vari-
ables, we show that any convex combination of two extreme points in S
that uses all four values over d,, must be strictly inside S. Consider two
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Figure 8.2.  When adding a new constraint (cutting plane) to a linear program, new
vertices are created only on the edges of the original polytope.

extreme points of S denoted z® and z®. The line segment between
() and £® is an external edge of S if and only if all points on that
line segment have a unique representation as a convex combination of
extreme points, those extreme points of course being () and 3. Sup-
pose there is a point on that line segment that uses exactly four values
for d,. This is only possible if there exists vertex sets V;, V; C V such
that dS,l) =1 and d1(,2) =0 forall v € V; and dgl) =0 and df,2) = 1for all
v € V;. That is, there is a set of vertices that switches from 0 to 1 as we
move from z(!) to 2(?) and another set of vertices that switches from 1 to
0. The two solutions agree on the settings for all other vertex variables.
Now consider z/, the midpoint of segment (z(!), (). We have z/, = 1/2
forall v € V;UV;. For all other components 7, the components a:l(,l)
and xS,Q) agree. Component z/, takes this common value. For the vertex
variables we have g’ = %x(l) + %z@). However, for the vertex variables

we also have z’ = %m(B) + %x(‘l), where 2® has d, = 0 forall v € V; U Vi
and z® has d, = 1 for allv € V; uVj.

We now show how to set the edge variables of 2(3) and z(¥) such that
z = %x@) + —%x(‘l) for the edge variables as well. First we describe the

structure of an extreme point of S. The vertex variables can take on
binary values in any combination. Once the vertex variables are set,
edges (u,v) going between vertices with different settings must have
either z,, or y,, equal to 1, with the other set to 0. Edges (u,v) going
between vertices with the same value can have both z,, = 0 and y,, = 0.
However, either one of these variables can also be 1. This will never be
optimal for strictly positive capacities. However these are still extreme
points of the polytope, and could be optimal solutions for cases where
some of the capacities are negative.

There is some flexibility in the choice of edge-variable values once the
vertex variables d,, are set. Fix the choice of edge variables for z{1) and
£(? to any values consistent with the extreme-point constraints. We will



64 INTERDICTION AND STOCHASTIC PROGRAMS

set the variables for each edge in £® and £® so that one will have the
value from z() and the other will have the value from z(®). There are
four classes of vertices: Vj (those that are zero in both 1) and m(2)),
V1 (one for both extreme points), and V; and V; as defined. For ease of
exposition, let (V,,,V,) represent the set of all edges going between sets
Vw and V.

We describe how to set the z,, variables. Set the ¥, in the same
manner. For any edge (w,v) that is internal to one of the four vertex
sets, and those in (Vp, V1), (Vi, V;), (Vo, V;), and (V;, Vi) set 23 = 2
and 280 = 2{3. For edges in the remaining sets (Vp,V;) and (V;, V1),

set the variables the other way: zﬁ) = zq(ﬁ) and zfﬁ;) = 21(&))- These

settings obey the constraints on extreme point edge-variable settings
and guarantee that 2’ = (z() +2?)) = 1 (2 4 z (),

Therefore, z’does not have a unique representation as a convex com-
bination of extreme points and the entire segment (x(l),w(2)) is in the
interior of §. Therefore any extreme point of S uses only three values
for the vertex variables d,. O

S. Geometry

In this section, we give a geometric interpretation of the network-
inhibition decomposition algorithm. We look at the two-dimensional
structure of the set of (integer) feasible (budget, optimal residual capac-
ity) pairs for a particular instance of the network inhibition problem.

Phillips [Phillips, 1993] defined the cut function for a particular s-t
cut. This is the residual capacity as a function of budget, computed
by greedily attacking the cut. It is a piecewise-linear convex function,
where each segment corresponds to a budget region where some par-
ticular edge is partially cut. If we were to plot all exponentially-many
cut functions on the same set of axes, the lower envelope of this set of
functions determines the optimal attack strategy for each budget (per-
form the greedy attack for the cut which has the minimum cut-function
value at budget B). For a given budget B, the set of points where any
cut function intersects the line B = B, corresponds exactly to the set
of feasible solutions to the integer program NI-MIP that fully consume
budget B,.

Let F be the set {(B,,C,)} corresponding to all possible integer so-
Iutions to NI-MIP for all interesting budgets B,. We can compute the
maximum useful budget Bmax with a single minimum-cut computation
using removal values as capacities. Any budget beyond this cannot cause
any further damage to the network. Let H be the convex hull of F (in
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Figure 3.8. The optimal residual capacity in the linear-programming relaxation as a
function of budget. The LP optimal value is always on the lower envelope of the set
of cut functions. The decomposition finds the endpoints of this convex-hull segment.

the two-dimensional budget-capacity space). The following is a corollary
of a more general result proved by Burch et. al.:
Corollary [Burch et al., 2001] All optimal solutions of the LP relaxation
of NI-MIP map to H, the convex hull of the set of integer solutions.

Figure 3.3 illustrates this geometry. The optimal residual capacity for
budget O is the capacity of the minimum cut in the original (unharmed)
graph. The piecewise-linear convex function is the lower envelope of the
set of cut functions (F). The points where the convex-hull segments
meet correspond to valid integer solutions, normally each corresponding
to a different cut. Points on the segments do not usually correspond
to valid integer solutions, but they are convex combinations of integer
solutions (the two endpoints), and valid solutions for the linear program.
The optimal LP-relaxation for a given budget B corresponds to the point
where this convex hull meets the line B, = B.

The following is also a corollary of a more general result proved by
Burch et. al.:
Corollary [Burch et al., 2001] Let (p1,p2) be the convex hull segment
upon which the image of x* lies. The two feasible solutions W and =@
computed by the decomposition procedure correspond to p1 and ps.
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Figure 3.3 shows the line % + eg% < 1+ €. Point (B,C*) lies on
this line, where C* is the objective value of the optimal LP solution
for budget B. The line has slope —%Ba + (17;‘)0*, which is always
negative. At least one of the points py,ps (corresponding to z(!) and
x(z)) will lie below line. The algorithm will return the corresponding
solution. The choice of ¢ biases the choice between a budget-feasible
suboptimal solution and a budget-infeasible superoptimal solution. This
is clear from the nature of the bounds we prove. Here it is reflected in
the slope of the line used for selecting one of the two candidate solutions.

6. Extensions

In this section we consider two related problems: network inhibition
with multiple budgeted properties, and computing a most cost-effective
attack.

Suppose there are a number of criteria one wishes to bound when
attacking a network, such as time, money, and/or “effort.” We can
apply the multicriteria-approximation results of [Burch et al., 2001] to
extend the results discussed in this chapter.

Suppose we have k criteria, with the ith having budget B;. Select
VsV Yk+1 > 1 such that

k+1

Zi:L

=1V

These represent our priorities for each criterion, where the k + 1st cri-
terion is the objective function (residual capacity). In the one-budget
case described in this chapter, we have y; = 1+ € and v = 14 1/e.
Consider a feasible solution to this multicriteria problem with budget
Bjfor i = 1,...,k+ 1. Let p; = B./B; be the amount the budget
for the ith crlterla is violated. We can always find a solution such that
Effll ,;’— < 1. As with the two-criteria case we studied in detail, if any of
the criteria violates its budget, at least one other criterion is guaranteed
under budget.

We now show that we can compute a most cost-effective attack effi-
ciently. Let Corig be the minimum cut in the original network. We wish
to find an attack using budget B, and achieving capacity C, such that

—Oﬂé—— is minimized. We could compute this strategy using paramet-
ric search or other binary search methods. However, we can also use a
single invocation of our simple, noniterative algorithm.

Consider once again the cost-benefit graph in Figure 3.3. For any
feasible attack strategy with cost B, and residual capacity C,, the value
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we wish to minimize is the slope from the point (0, Cyrig) to the point
(By, C,). Because the lower envelope of the feasible set is a convex func-
tion, the optimal point (one with the most negative slope) is the endpoint
of the first convex-hull segment. We can compute this by performing the
algorithm given in Section 3 using a tiny budget § > 0.

More generally, we can compute the entire convex hull by “walking”
it. Once we have computed the endpoint of the first segment, which
uses budget B, we can get the next segment by running the algorithm
with budget B, + 4, and so on. This requires polynomial time for each
convex-hull segment. We do not yet know the complexity of the convex
hull, so it may be more efficient to explore forward and backward from
budget points of particular interest.
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Abstract  We provide formulations, test instances and benchmark results for a new
class of network interdiction problems. The formulations are appropri-
ate for computer, terrorist or drug transportation networks where the
characteristics of the network cannot be known completely in advance
but rather interdiction must be planned based on conjectured configu-
rations. The models support maximization of the expected minimum
path length between two nodes, s and ¢t. We also model maximizing the
probability of causing the minimum path length to be above a specified
threshold. Examples make our formulations concrete and benchmarks
establish the computational requirements for solution. Our benchmarks
also help quantify the importance of using a special formulation pro-

vided for instances when a cut between s and ¢ is the goal.

Keywords: Stochastic Programming, Network Interdiction
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1. Introduction

Consider the problem of interdicting the flow of information or goods
in a network whose characteristics are not certain, but instead there are
a number of possible network configurations. The goal is to maximize
the minimum distance between a node s and a node t. We concern
ourselves here with the situation where the decision maker can associate
a weight, or probability estimate, with each possible configuration of the
network.

Since the network is uncertain, the objective must be stated in prob-
abilistic terms such as maximization of the expected minimum distance.
We provide a formulation and computational experience for this prob-
lem. In addition, we note that for applications in some computer, drug
transport, or terrorist networks, expectations are not the appropriate
objective. A more appropriate objective is to maximize the probability
that the minimum path exceeds a certain length, presumably selected
so as to be long enough to render the network essentially unusable.

1.1 Deterministic Formulation

To formalize these notions we begin with models based on those used
in previous interdiction work [1, 2, 3, 4, 5]. Consider a directed graph
given by (N, A), where an interdictor intends to maximize the minimum
distance from node s to node t. We are given as data the node-arc
incidence matrix of the network, G, which includes an artificial arc (¢, s).
The arc distances are given in a vector c¢. Decision variables include a
vector, z, that gives interdiction effort for each arc, which lengthens
the arc at a rate given as data by the vector d. For the moment we
summarize the constraints on z using the set X, although our intention
is to mainly consider cases where the interdiction is binary and subject
to a system of linear budget constraints.

We set ¢gs = dis = 0. The model makes use of the flow vector y as a
decision variable for the network operator. The interdictor’s problem is:

max min (ck +dixg)ye  (F)

zeX Y keA
subject to:
Gy 0,
Yts = 1a

ye = 0, ke A
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Using the dual of the inner problem, we obtain:

max maxmy — s (F)
zeX W

subject to:

~mi+m; < ey +digzy, (4,7) €A
T, = 0.

Notice that in formulation (F), we used a single index for the arcs: k €
A. In (F’) we used the node pair that defines the arc: (i,5) € A. They
are equivalent, but the node pairs are more appropriate for the dual and
the direct arc indices are more appropriate for the primal formulations.

Our intention is to provide budget constraints for interdiction deci-
sion variables, which we will consider to be binary. Hence, we envision
something like X = {z : Qz < B,z € {0,1}"} with a matrix Q and a
vector B provided as data, where n is the number of arcs.

Formulation (F) considers interdiction only on arcs, but in many com-
puter networks, drug transport, or terrorist networks it is the nodes that
can be most easily interdicted. To model interdiction on nodes, each in-
terdictable node must be replaced by two artificial nodes: one for all
incoming arcs to the original node and another for outgoing. An ar-
tifical, zero-length, interdictable arc must connect the two nodes. The
budget impacts of interdiction on the original node then become the
budget impact of interdicting the artificial arc between the nodes. The
effect of interdicting the node becomes the effect on the artificial arc as
captured by di. In the sequel, when we refer to a “node” it is under-
stood that we may also mean the artificial arc representing the node in
formulation (F).

1.2 Stochastic Formulations

Case where the interdiction efforts are stochastic are treated in [1]
and [4]; our primary interest here is in the case where the network is
uncertain. We have a set of scenarios §} and for every scenario w € {2 a
probability Pr{w). Associated with each scenario is a network given by
(N(w), AW)).

For many interdiction problems, it makes sense to plan for interdic-
tion of nodes that may not be connected to the network in every scenario
(especially given that the true network may never be revealed). Conse-
quently, we use the notation (N, A) to refer to

N=|JNw)and A= | A(w)

wefd wef)
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and G to refer to the corresponding incidence matrix. We take n to
be the number of arcs in (N, A) with the data for our formulations
defined over these arcs. Thus, we can refer to a budget constraint set
X ={z:Qx < B,z € {0,1}"} that does not depend on the scenario.
The length of the arcs will, of course, depend on the scenario as will
the flow decisions. At least conceptually, we can set cx(w) = oo and
di(w) = 0 for arcs k ¢ A(w).

1.2.1 Maximizing Expected Length. Our first stochastic
model addresses the problem of maximizing the expected minimum path
length between nodes s and ¢. Since we have a discrete set of scenarios,
we can write the expectation explicity as a sum:

max Pr(w mlnz cx(w) + de(W)zk) ye (W) | (E)

X
TEL en keA

subject to:

Gylw) = 0,weq,
ys(w) = 1, weQ,
y(w) > 0, ke A, wel

Formulation (E), which is based on formulation (F), provides a clear
statement of our problem. However, the problem can be solved in
straightforward fashion if we rely on a reformulation based on (F’), which
is
/
max 2 Pr(w) [mfrxxm(w) msw)|  (E")

subject to:

IN

—mi(w) + mj(w)
7s(w)

cij(w) + dij(w)zsj, (4,7) € Alw), w € Q,
0, we .

1.2.2 Maximize the Probability of Sufficient Disruption.
The goal is to maximize the probability that the minimum length path
from s to t exceeds ¢, where ¢ is given as data. This results in the
following optimization problem:

Pr <m1n2 Ck +dk ) k) yk(w)) > ]

k€A

max (P)

zeX
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subject to:
Gylw) = 0, weq,

yts(w) 13 weE Q)
y(w) > 0, ke A we.

i

Formulation (P), which is based on formulation (F), provides a clear
statement of our problem. However, exposition of our solution method
is much more straightforward if we rely on an equivalent formulation
based on (F’), which is

max Pr ([m;;ix m{w) — ws(w)] > (p) (P

subject to:

—mi(w) +mi(w) < W) +dig(w)ziy, (4,7) € Alw), weQ,
me(w) = 0, we.

The deterministic equivalent of this problem can be written by making
use of an additional vector of variables 6, w € £}, which indicate for
each scenario if the threshold path length is exceeded. Making use of
the notion that probabilities are expectations of indicator functions, we
write:

subject to:

—mi(w) + 7 (w) cij(w) + dij(w)zsz, (4,7) € Alw), w € Q,

7Ts(“’-’) = 0, weq,
(QD—’R't(LL)))/M < 1'—9wa UJEQ,
b, € {0, 1}, w € .

where M is the ubiquitous “big M,” which is provided as data and is large
enough to exceed all possible values of the absolute value of m:(w) — .

2. Example

Figure 4.1 shows a small example of the sort of problem our models
are intended to address. There are three scenarios. The first scenario
contains all of the nodes and arcs in the network between nodes s = 1
and t = 6. In many settings, particularly involving drugs or terrorists,
it might be possible to know the nodes and arcs in a network, but not
know if all of them are involved in the flow of interest. This is captured
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by the other two scenarios where the even numbered or odd numbered
nodes (other than s and t) respectively, are not part of the traffic of
interest. As an aside, we note that the nodes and arcs are labeled with
numbers only as a matter of convenience in making statements such as
“odd numbered nodes” and in connecting arc labels with vector indexes.
It is not our intention to put an order or value on the nodes or arcs; any
type of label would suffice for our models.

Figure 4.1. 'The Three Scenarios for the Example

As already noted, when node interdiction is possible the problem must
be transformed in order to make use of the models that we have pre-
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sented. Note that nodes s and £ are not interdictable. If they were
interdictable, then the appropriate problem statements would be quite
different. Our models are appropriate when s and ¢ are special nodes
that cannot be directly interdicted such as when they are proxies for an
organization or people in a geographic area.

To specify a problem instance we need to supply values for the data
elements such as the following data:

Arc lengths: ¢, = 1 for arcs k in the original arc set, and ¢, = 0
for arcs added to allow the interdiction of an original node to be
represented by arc interdiction. This suggests that the network
operator’s goal is to minimize the number of hops. Of course, for
other examples the ¢ values might vary, although they would often
be zero for the arcs introduced to stand in for nodes.

Penalties for interdiction: di = 0 for arcs k£ in the original arc set
and di = 20 for arcs added to allow the interdiction of an original
node to be represented by arc interdiction. This suggests that
interdiction of the nodes in the original network (i.e., the nodes
shown in Figure 4.1) will dramatically increase the path length
while interdiction of the arcs in the original network is not possible
for this example.

Scenario probabilities: Suppose that the full graph (i.e., scenario
one) is least likely and the other two graphs are equally likely. We
might model this using probabilities of 0.2, 0.4 and 0.4 for the
respective scenarios.

Threshold: A threshold such as ¢ = 4 for problem (P) would result
in maximizing the probability that the flow was disrupted by the
interdiction. If the goal is to maximize the probability that only
an interdicted route will be available then the non-zero d; values
must be sufficiently large (presumably all the same value, d, for all
interdictable arcs, k) so that ¢ = d will provide the desired effect.
The meaning of “sufficiently large” depends on the data, but a
value equal to the longest path length through the uninhibited
network clearly suffices.

Interdiction budget constraints: The data to operationalize the ex-
pression x € X must supplied. If we assume binary interdiction
subject to a general budget constraint, we have X = {z : Qz <
B,z € {0,1}"}. So for a specific, simple example we use a sin-
gle row of 13 ones for the matrix Q and right hand side value of
B =1 so that we would be required to select a single arc for inter-
diction. One could imagine a situation where there were multiple
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resource classes each with a row in Q to indicate the quantities of
the resources that would need to be combined to interdict each arc
and the right hand side would indicate the budget for each type of
resource.

Figure 4.2 shows the instantiation of (D’) for this example. In order to
model a situation where the nodes shown in Figure 4.1 can be interdicted,
they must be converted to arcs in the formulation used (for simplicity,
arcs are added for nodes s and ¢ as well; however, these particular arcs
cannot be interdicted). This is done by replacing node i as shown in
Figure 4.1 with nodes 2¢ — 1 and 27 in the problem formulation. These
nodes are connected by an arc labeled as (2i—1,2i) in Figure 4.2 because
this is a dual formulation where we have chosen to label arcs using their
terminal nodes (while Figure 4.1 used primal labels).

With data as suggested (i.e., B =1, ¢ = 4, probabilities 0.2, 0.4, and
0.4, c = 1 and d = O for the original arcs and ¢ = 0 and d = 20 for the arcs
added to represent original nodes), arc (9,10) is selected for interdiction.
L.e., node 5 from the original graph is selected for interdiction. This
results in a probability of 0.4 of exceeding the threshold, which makes
sense. With a budget for interdiction of only one arc, the path can
be lengthened for only one scenario. If the budget is increased to 2,
then flow can be impeded in all scenarios. The threshold value ¢ = 4
is exceeded for this particular problem whenever the shortest path has
been altered by the interdiction.

For this example, we can set ¢ = 2d = 40 to test for the event that the
shortest path has been interdicted in two places. In general, of course,
the value might have to be higher than 2d, but in this case d is very high
compared to the length of the paths. If the budget is B = 2 then the
objective value is 0.4 again, as is the case for a budget of 3. A budget
of 4 yields 1 as an objective function value. An important special case
is when the goal is disconnect the network. For the example, this can
be accomplished with a threshold ¢ > 20. This special case is treated
more generally in the next section.

3. A Special Case: Disconnection as the
Threshold

Suppose that our objective is maximize the probability of disconnect-
ing the network, which we take to mean that all paths are interdicted
at least once. We can model the problem by introducing an additional
arc # from s to ¢, assign to it a cost of 1 and assign to all other arcs zero
Ccosts.
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Minimization of this special cost function leads to an optimal objective
value of O if there is a path from s to ¢ that does not use 4, and of 1 if
the original graph (without ) is disconnected (no directed path from s
to t).

This problem can be stated as:

min yss
y
subject to:
Gy = 0,
Yis = 1)

Ye 2 O,kGA,

As the dual of this problem we obtain:
maxmy — s
Kie
subject to:
-mi 4+ <00, (4,7) € A\ {6},
—ms+m < 1, 0=(s,1),
Me 0.

Note that 7, =0 and —m; + 7; <0,k = (¢,5) € A\ {6} imply #; <0
for all nodes j such that there is a directed path from s to j with arcs
from A \ {#}. Thus, if s is connected to ¢ with arcs from A \ {8}, an
optimal solution is given by putting 7 identically to 0. Otherwise, if s is
not connected to ¢ with arcs from A\ {8}, an optimal solution is given
by m; = 0, if s is connected to j, and m; = 1, if ¢ is connected to ¢ with
arcs from A\ {6}. Therefore, we may assume without loss of generality
that 7, <1 for all nodes i.

Now let us turn back to interdiction of arcs. Assume that arc (4, 5) is
interdicted. Thus, the inequality —m; 4+ m; < 0 should be removed from
the constraint system. As m; < 1 for all nodes i, this can be achieved by
replacing —m; + m; < 0 with —m; + 7; < ;. If 25 = 1, this inequality
becomes redundant.

Therefore, we may model the interdiction problem as follows:

max maxm; — T
zeX T

subject to:
—mi+m; < @y, (5,7) € A\ {0},
—Ts + T S 1, 0 = (S,t),

0.

i

Tg
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The optimal objective function value is 1 if and only if the interdiction
led to a disconnected (original) network, and 0 otherwise. Hence, the
stochastic program that maximizes the probability of successful inter-
diction can be modeled as:

max Pr(w)m(w) (D)

zeX,m(w)
subject to:
—7r,L(Cd)+7T]((.U) S mij? (Z’]) EA\{9}7
—ﬂ-s(w) +7Tt(w) < L 60= (Sat)v
ms(w) = 0.
4. Benchmarks

In order to establish some benchmarks concerning the computational
requirements for solving instances of the formulations given in this pa-
per, we conducted a number of experiments using simulated data. The
networks have nodes s and ¢ with three layers of nodes in between. The
first layer has n; nodes that are known to be connected to node s, the
third layer has ng nodes that are known to be connected to node ¢. The
second, or middle, layer of ng nodes has connections with the first and
third layers that are uncertain. For each scenario, the arcs connecting
the first with the second layer and those connecting the second with the
third layer are specified.

Figure 4.3 shows a particular scenario where the realization is for 7
arcs between the middle layer and the outer two layers. These arcs are
shown with broken lines to make it easy to identify them. Note that
it is possible for nodes to be disconnected in a scenario if there are no
arcs connecting the nodes. In the Figure, this has happened to the top
node in the first layer and the bottom node in the third layer. In other
scenarios, presumably, these nodes are connected.

4.1 Expected Value Formulation

Table 4.1 shows the results of maximization of the expected value of
the minimum path from s to ¢ using formulation (E’). For these problem:s,
the value of ¢ is set to one for every arc and the value of d is ten for
every node (which is represented by an artificial arc in formulation (E’)).
The first column of the table gives the size of the instance in the form
n1 X ng X ng. The next column indicates the expected number of arcs
that are randomly generated between the first and second and second
and third layers of nodes in each scenario (for Figure 4.3 the realization
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is seven so the expected value would be presumably near this value). The
next column, labeled |€2|, gives the number of scenarios. The budget for
interdiction (the value of B, which is the right hand side of the budget
constraint) is the column labeled “Budget.” The final column gives the
CPU time for XPress-MP, version 13 running on a 1GHz Pentium III
processor with default parameter settings.

For these instances, interdiction is allowed only on the nodes, so the
number of binary variables is equal to the total number of nodes that can
be interdicted (e.g., 30 for a problem of size 10 % 10 x 10). This highlights
the fact that although the number of binary variables is modest, these
problems require considerable effort in order to prove optimality. For
the last example, there are only 45 binary variables, but after 175,000
seconds there is still a significant gap: the best solution found has ob-
jective function value 23 but the upper bound was 133.72 when the run
was terminated.

Table 4.1. Results for a Few Expected Value Instances

Size | arcs/sc. | || | Budget | CPU Time
10 x 10 x 10 50 | 100 7 2641s
10 % 10 x 10 100 | 100 7 3181s
10 x 10 x 10 150 | 100 7 ~ 6h
15 x 15 x 15 80 | 100 10 > 48h

For further experimentation, we created a set of benchmark instances
that are appropriate for problems (E’), (D’), and (D). In all instances,
d was set to 20 for all arcs that were added to allow for interdiction of
nodes in the three layers between s and . We used a budget of B = 9.
For each network configuration, five instances were generated. For each
instance, 100 scenarios were generated.

Table 4.2 shows the results for instances of problem (E’). The first
column of the table gives the size of the instance in the form n; x ng x
n3. The next column indicates the expected number of arcs that are
randomly generated between the first and second and second and third
layers of nodes in each scenario. The optimum objective function value
for each replicate is given in the column labeled “Obj. Val.” The final
two columns give the CPU time for XPress-MP, version 13 running on a
1GHz Pentium III processor and the number of branch and bound nodes
explored.
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Table 4.2. Results Expected Value Problems for the Benchmark Set

Size arcs/sc. | Obj. Val. | CPU Sec | BB Nodes
10 x 10 x 10 25 124 106 260
13.8 68 178
12.6 92 228
13.2 89 229
13.2 71 181
10 x 20 x 10 25 15 10 57
14.8 11 57
14.2 13 63
14.6 11 61
14.6 12 63
10 x 20 x 10 50 7.2 995 1,296
7.4 811 1,065
7 2,140 3,449
6.4 2,203 3,202
7.2 845 940
4.2 Maximum Probability Formulation

Table 4.3 shows the results of using the benchmark instances for prob-
lem (D’). These are the same instances that were used for the experi-
ments shown in Table 4.2, but we used the probability formulations. In
all instances, d was set to 20 for all arcs that were added to allow for
interdiction of nodes in the three layers between s and ¢. Consequently,
by using ¢ = 23, we able to solve identical instances using formulations
(D’) and (D”), which gives us some idea of the relative importance of us-
ing (D) when that is appropriate. We used a budget of B = 9. For each
network configuration, five instances were generated. For each instance,
100 scenarios were generated. The first column of the table gives the
size of the instance in the form n; X n9 X n3. The next column indicates
the expected number of arcs that are randomly generated between the
first and second and second and third layers of nodes in each scenario.

The number of scenarios that are disconnected in the optimal solu-
tion for each replicate is given in the column labeled “Scen. Disc.” Since
there are 100 scenarios and the objective is to maximumize the probabil-
ity of disconnection, this corresponds to 100 times the optimal objective
value. The next two columns give the CPU time in seconds for (D)
and (D”) respectively for XPress-MP, version 13 running on a 1GHz
Pentium III processor with default parameter settings. The final two
columns give the number of branch and bound nodes explored for (D’)
and (D”) respectively.
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Table 4.3. Benchmark Results for the Maximum Probability Problem

Size arcs/sc. | Scen. Disc. CPU | CPU” | BB Nodes | BB Nodes”

10 x 10 x 10 25 47 354 198 1,724 451
54 180 160 839 379

48 291 184 1,068 412

51 247 153 1,494 372

51 228 118 1,228 269

10 x 20 x 10 25 60 24 17 308 80
59 29 20 445 107

56 29 25 441 103

58 48 23 652 103

58 33 22 606 99

10 x 20 x 10 50 21 21,815 | 1,671 79,275 1,721
22 18,293 | 1,424 58,459 1,772

20 | 42,238 | 1,909 | 235,497 2,790

17 | 136,486 | 3,441 873,843 4,371

21 20,204 | 1,506 89, 094 1,680

As anticipated, formulation (D”) is much more tractable. For all
replicates, lower effort was required for solution. The importance of
using (D) when appropriate, increases dramatically with the problem
size.

5. Conclusions

We have given formulations, test instances and benchmark compu-
tational results for a new class of network interdiction problems. The
formulations are appropriate for computer, terrorist or drug transporta-
tion networks where the characteristics of the network cannot be known
completely in advance but rather interdiction must be planned based on
conjectured configurations. We have presented formulations that sup-
port minimization of the expected path length between two arcs and for-
mulations that maximize the probability of causing the minimum path
length to be above a specified threshold.

The law of large numbers suggests that minimizing the expected value
is appropriate for problems that are solved, and whose solutions are im-
plemented, many times. Many problems in the interdiction of stochastic
networks are not subject to repeated solution and so the appropriate
objective is maximizing the probability that the network will not func-
tion properly. This is particularly true when unimpeded operation of the
network is disastrous. In these cases, parametric variation of the budget
to get the desired threshold with adequate probability or to generate
tradeoff curves would be valuable. For the case where the appropriate
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threshold is disconnection of all paths between nodes s and t, we have
provided a reformulation that leads to a great reduction in the compu-
tational effort required for solution.

We have provided examples to make our formulations concrete and
benchmarks to establish the computational requirements for solution.
Our benchmarks also help quantify the importance of using the appro-
priate formulation when a cut between s and ¢ is the goal. We hope that
these benchmarks will provide a starting point for additional work on
this class of problems. For example, decomposition as suggested in [6]
should be investigated.

The broad class of problems associated with network interdiction has
received increased attention due to changing conditions in the world.
This paper introduced a class of problems where the network is uncertain
and the objective is to maximize the probability of successful interdiction
of the network, which is intended to contribute to ongoing research in
network interdiction.
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Figure 4.8. An Example of a Benchmark Scenario with n; =3, ng = 2, and nz = 4
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Abstract

Keywords:

In this paper we study the stochastic batch sizing problems. We provide
aunifying treatment of the problem, in which we formulate a multi-stage
recourse problem as well as a probabilistically constrained problem. The
solution approach that we adopt for these problems may be classified as
a branch and price (B&P) method. Through our computational exper-
iments turns out that the proposed B&P methodology is quite effective
for the recourse constrained model. We also demonstrate how trade-
offs between cost and reliability can be investigated for the stochastic
batch-sizing problem.

Stochastic Batch-Sizing Problem, Probabilistic Constraints, Branch-
and-Price Algorithm.

Introduction

Many practical decisions problems can be modeled as mathematical
programs. Typical applications may be found in the areas of industrial
production, transportation, agriculture, engineering, and many others.
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In many of these modeling situations, it is unreasonable to assume that
the problem parameters are deterministically known. Operations prob-
lems often involve parameters (e.g. demand, lead-time etc.) that are
unknown at the time of planning, and their values are unveiled over time
and are modeled as random variables. For instance, future productivities
in production planning, inflows into a reservoir for a hydro power plant,
demands at various nodes in a transportation network, are all subject
to variation. The need to explicitly model uncertainty leads to the so-
called stochastic programming (SP) problems. SP problems are aimed
at determining non-anticipative (here-and-now) decisions that must be
taken prior to knowing the realization of the random variables. These
decisions are required to be made in such a way that total expected costs
or revenues (from here-and-now decisions and possible recourse actions)
are optimized.

In this paper, we discuss alternative models of the stochastic batch-
sizing problem. The deterministic version of these problems belongs to
the class of economic lot-sizing (ELS) models, and may be stated as
follows: given a demand and a cost structure for 7 time periods, the
object of production planning is to minimize the total production and
inventory costs. The papers of Manne [15] and Wagner and Whitin [21]
are the seminal contributions in this area of research. Manne formulated
the multiple item capacitated version of the problem as a mixed integer
linear program and proposed solving a linear programming approxima-
tion of it. Wagner and Whitin [21] studied the uncapacitated model
with fixed set-up cost and linear inventory and production costs. Their
main contribution was in demonstrating that an optimal replenishment
policy is one in which production is undertaken when inventory is zero.
Furthermore, they proposed an efficient forward dynamic programming
algorithm to solve the problem. In[10], Krarup and Bilde provided a
formulation of the economic lot-sizing problem which describes the con-
vex hull of the corresponding polyhedron. Starting with the seminal
works of Manne and of Wagner and Whitin, a broad variety of ELS
models have been studied in the literature. These models include the
ones in which backlogging may be allowed, production and inventory
capacities may be finite, start-up costs may be non-zero, etc. On this
subject we can mention the work of Leung, Magnanti and Vachani [12]
and of Hsu [8]. Leung, Magnanti and Vachani [12] studied the single-
item capacitated lot-sizing problem. In their paper, the authors studied
the polyhedral structure of the corresponding integer programming for-
mulation. Moreover, they introduced a set of valid inequalities for the
problem and showed that they define facets of the underlying integer
programming polyhedron. Such inequalities can be used effectively to
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develop an efficient branch-and-cut procedure. Hsu [8] discussed situa-
tions where the traditional ELS models are not applicable, and proposed
a new model with concave production and inventory functions. The au-
thor explored the structural properties of the optimal solution, which
were used to develop a polynomial time dynamic programming algo-
rithm. This summary provides some insights on the results achieved in
this area of research. For a more complete description of the state of the
art on deterministic ELS models, and several extensions the reader may
refer to Martin [16], Kuik et al. [9] and Aggarwal and Park [1].

When data for such models is uncertain, deterministic techniques such
as those mentioned above must be extended to accommodate uncer-
tainty. A simple approach is to apply multi-period models in a rolling
horizon environment. When this technique is applied, the only first
period’s decisions are implemented and the model is rerun after one pe-
riod with an updated data set. Baker [3] showed that simple lot-sizing
heuristic, like Silver/Meal or Groff’s heuristic, may outperform solu-
tions obtained applying exact algorithms, such as Wagner and Whitin,
in a rolling horizon environment. Moreover Baker observed that the
performance of rolling schedules depends on the length of the planning
horizon, cost structures and demand pattern. In particular, the length of
the planning horizon is a crucial parameter in such models. Stadtler [20]
presented modified rolling horizon models in order to obtain solutions
that are at least as good as the heuristics mentioned above, and fairly
insensitive to the length of the planning horizon. Only recently has there
been an explicit attempt to state the stochastic version of ELS models
as a stochastic programming problem. In a couple of papers, Lokketan-
gen and Woodruff [13] and Haugen, Lekketangen and Woodruff [7] have
combined the progressive hedging algorithm with Tabu search to design
an effective heuristic to solve the problem. The stochastic lot-sizing
problem has also been studied by Miller and Ahmed [18] who have de-
veloped valid inequalities that define the convex hull of structured relax-
ations. Furthermore, Miller [17] developed a polynomial-time dynamic
programming algorithm for the multi-stage stochastic uncapacitated lot-
sizing problem. The stochastic lot-sizing problem also appears promi-
nently in a recent paper by Ahmed, King and Parija [2] who transform
a stochastic capacity planning problem into a stochastic lot-sizing prob-
lem, and use the Krarup-Bilde formulation (of the lot-sizing problem)
to generate good bounds within a branch and bound algorithm. They
also devise an upper bounding heuristic which is incorporated within the
branch and bound method. As an interesting by-product of their work,
Ahmed, King and Parija [2] showed that the deterministic optimality
condition (i.e. production is undertaken only if inventory is zero) does
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not apply to the stochastic case. As shown by these authors, an opti-
mal solution of the stochastic ELS may have non-zero production levels
even in those periods in which the inventory levels are non-zero. This
is the manner in which a stochastic model helps hedge against future
uncertainty.

In this paper we study the stochastic batch-sizing problem, which is
a slight generalization of the stochastic lot sizing problem. As in the
stochastic lot sizing problem, demand, production, inventory and set-up
costs are uncertain problem parameters, but production is undertaken
in multiples of a given batch size. The main contribution of our work is
in providing a unifying treatment in which we formulate a multi-stage
recourse problem as well as a probabilistically constrained problem. In
addition, we discuss a solution procedure that is applicable to both.
From a managerial perspective, this unifying treatment allows us to
study trade-offs between production/inventory cost and the probability
of stock-outs. From an algorithmic viewpoint, our contribution lies in
solving this multi-stage stochastic integer programming problem (with
probabilistic constraints) using a branch and price algorithm. Our com-
putational results also demonstrate the viability of such decomposition
approaches over methods that solve a deterministic equivalent problem.
These computations extend the work reported in [14] in a number of
ways. We demonstrate that while the LP relaxation from the Krarup-
Bilde reformulation does improve lower bounds (as in the deterministic
case), it does not improve the overall performance of the branch and
price scheme, in general. We also provide some comparisons between
solutions to the recourse model with those obtained from the probabilis-
tically constrained model.

The paper is organized as follows. In § 1, we provide both formulations
of the multi-stage stochastic batch-sizing problem. The algorithm used
to solve these problems are discussed in § 2. Computational results are
given in § 3 while a comparison between probabilistically constrained
solutions and recourse solutions are given in § 4.Finally, § 5 contains
conclusions and future research.

1. Stochastic Batch-Sizing Formulations

We begin this section by first stating the recourse formulation. In
keeping with much of the literature, we deal with discrete random vari-
ables with finite support (Birge and Lauveaux [5]), i.e. if w is the random
vector then = (w!,...,w") with probabilities p*, ..., p". This hypothe-
sis allows us to represent uncertainty by means of scenarios, which repre-

sent a realization of the random variable corresponding to an elementary
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atom w € ). The relationship between scenarios is represented via a sce-
nario tree <, which captures the evolution of all information trajectories
over time. At any node of the tree, there are several branches to indicate
possible outcomes of the future which is modeled by random variables
(associated with each node of the tree). Such a construction allows us to
specify the events and probabilities in a natural way by conditioning on
the events leading up to the current stage. Because a scenario includes
one node at each stage exactly once, it is represented by a path from the
root node (at stage 1) to a leaf node (at stage 7) of the scenario tree.
Note that with the exception of leaf nodes, all other nodes of the scenario
tree may belong to more than one scenario. Given the set of scenarios
S ={1,...,r} and the decision horizon T = {1,...,T}, the correspon-
dence between nodes of the scenario tree and 2-tuples (¢,s) € T x S is
given by the surjective map H:7 xS — .

We begin the formulation by providing summary of the notation used
in the model.

S ={1,...,S} is the set of scenarios,
7 ={1,...,T} is the decision time horizon,
b = batch size,
C: = production capacity at time period £, specified in terms of the
number of batches,
I = inventory capacity at time period ¢, specified in terms of the
number of batches,
d¢s = demand at time period ¢ in scenario §,
cy,s = production cost at time period ¢ in scenario s,
ht,s = holding (or inventory) cost at time period ¢ in scenario s,
fi,s = fixed (or set-up) cost at time period ¢ in scenario s,
ps = probability of scenario s.

The decision variables are:

zis production batch level at time ¢ in scenario s,
it,s inventory level at time ¢ in scenario s,

1 if production is set-up at time ¢ in scenario s,
Yt,s = .
0 otherwise.

Z1(t,s) production quantity at node H(Z,s) of the scenario tree.
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The stochastic batch-sizing problem for minimizing total expected cost
is given by

M?)nz Zps : (Ct,s e ht,s “tgs + ft,S ’ yt,s)

sES teT
subject to
U—1s+ b Ty s =dt s +its VteT, Vse 8. (5.1)
Tt,s — ZH(t,8) = 0 Vie T, VseS. (52)
Trs < Ct Yoo YteT, VseS. (56.3)
its <b- Iy VieT, VseS. (5.4)
Ys €{0,1}, zps € ZY, iy, eRT  VteT, VseS. (5.5)

Constraints (5.1), are the collection of inventory balance constraints.
They define the relation between demand, production level and inven-
tory level for each time period ¢ of any scenario s. Constraints (5.2) are
the non-anticipativity constraints on production level decisions. As in
all SP problems, the non-anticipativity constraints state that decisions
depend only on information revealed in the past and not in the future,
i.e. all scenarios with same history until the #th stage should result in
the same decisions until this stage. Therefore, we make decisions before
realizing the random outcomes of demand. Note that non-anticipativity
constraints are enforced only on the production decision variables, since
the non-anticipativity constraints on the set-up variables are automati-
cally satisfied once they are satisfied by the production level variables.
In this case, non-anticipativity constraints are represented by associat-
ing single decision z(,  for each node H(s,t) of the scenario tree 3.
Constraints (5.3) and (5.4) are capacity constraints on production and
inventory levels respectively. Constraints (5.3) are also set-up forcing
constraints. The basic idea is to force variable y; to be one if production
takes place.

The formulation given above is the extension of the Manne formula-
tion [15] to the stochastic batch-sizing problem. Before going further, we
also provide a formulation of the problem using the Krarup-Bilde vari-
ables [10]. They formulated the economic lot-sizing problem by defining
a variable d; » as the quantity produced in period ¢ to satisfy the demand
in period 7 = t,...,7. Using those variables, the inventory balance, non-
negative and set-up forcing constraints describe the convex hull of the
economic lot-sizing problem polyhedron. To extend the Krarup-Bilde
reformulation to the stochastic batch sizing problem let us introduce the
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following decision variables:
¢+ production batch level at time 7 for period 7(> ¢) in scenario s.

Using the notation introduced so far, the problem formulation with the
Krarup-Bilde decision variables here follows.

T t T
Min) D ps- (e 8rthes Y D 80+ frs yus)

seEStET T=t =1 7=t+41
subject to
t
b-) 65>dns  VEET, Vs€S. (5.6)
=1
p vt, 7(>1) e T,
df'r_"é-f,‘r"_‘o T,(— ) ’
' Vs, s € 8:H(t,s) =H(ts).
(5.7)
T
Y 8.<Ciops  VEET, Vs€S. (5.8)
T=t
t T
Y. > &.<L VteT, VseS. (5.9)
=1 r=t+1
vs €{0,1}, &,€2Z Vi, r(>t)€T, Vs€S. (5.10)

In this formulation, the inventory balance constraints are substituted
by the demand constraints ( 5.6). They state that demand have to be
satisfied in any scenario, since no backlogging is allowed. Constraints
(5.7) are the non-anticipativity constraints on production level decisions.
Also in this formulation, non-anticipativity constraints are enforced only
on the production decision variables, since the non-anticipativity con-
straints on the set-up variables are automatically satisfied once they are
satisfied by the production level variables. Constraints ( 5.8) and ( 5.9)
are capacity constraints on production and inventory levels respectively.
Again, constraints ( 5.8) are also set-up forcing constraints.

In the stochastic batch sizing model we formulated above, we require
demand to be satisfied at any time period ¢, and no backlogging is al-
lowed. According to the demand balance constraints (constraints (5.1)
and (5.6)), at any stage of the system the production level should be
large enough to cover all the possible demand outcomes in the next
stage. Operation managers often consider such a policy to be uneco-
nomical. To overcome this potential drawback it may be appropriate to
include a probabilistic constraint which enforces the condition that the
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probability of meeting demand exceed an acceptable service level ¢. Thus
a production plan is deemed feasible if the total probability of the sce-
narios accommodated by an optimal solution exceeds g. Let ps denote
a binary variable, which assumes a value one if scenario s is included
in the solution and zero otherwise. Mathematically, the probabilistic
constraint may be modeled by the following multiple choice constraint.

Zps-uqu

s€S

When dealing with a probabilistic constrained formulation, we have
to modify both the inventory balance and the non-anticipativity con-
straints. Using notation similar to that given for the recourse formu-
lation, the formulation of the probabilistically constrained SBSP is as
follows:

MinZZps (Ctys - Teys + Pys tts T fris - Ytys)

SESLET
subject to
Tt—1,s + 0 Tes = di,s - fs + it,s VteT, Vse8. (5.11)
Tt,s — Zr(e,s) = —M - (1 — ps) VteT, VseS. (5.12)
Tt,s ~ Zr(tys) S M- (1 — ) VteT, VseS. (5.13)

Tt,s < C Y5 VvieT, Vs€S.
Tt,s Kb Iy VteT, Vs 8.
> P ks 2 g
s€S
ys €{0,1}, zs €27, i1, e RY  VteT, VseS.
ps € {0,1} Vs € S.

Constraints (5.12) and (5.13) are the non-anticipativity constraints.
They are effective only if the corresponding scenario is accommodated
by the solution. Note that so long as the cost coefficients are positive,
z1s = 0 for all ¢ associated with scenario s not accommodated by the
solution.

The above formulation is somewhat unique in that it uses both con-
tinuous and discrete decision variables to enforce non-anticipativity con-
straints within a probabilistically constrained model.

2. Algorithmic approaches for Stochastic
Batch-Sizing

In this section we propose some algorithmic approaches to the solution
of stochastic batch-sizing problems. It is clear from the models proposed
in the previous section that these problems involve discrete decision vari-
ables. This feature, which is realistic in several practical applications,
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has a significant impact on its tractability. Our approach to solving the
stochastic batch-sizing problem involves decomposing the multi-stage
SMIP problem using a branch and price (B&P) methodology. One of
the main advantages of this approach is that it allows us to take advan-
tage of the structure underlying the deterministic batch-sizing problem.
To give the reader a preview of the main algorithmic ideas, note that the
stochastic formulation essentially uses the non-anticipativity constraints
to bind decisions from individual (deterministic) scenario formulations.
In fact, what separates stochastic programming from deterministic op-
timization is the presence of non-anticipativity constraints. These con-
straints couple the decisions associated with different scenarios, thus
making the problem “harder” to solve. If we relax the problem, discard-
ing all the non-anticipativity constraints from the formulation, we obtain
a fully decoupled block-angular mixed-integer programming problem.
B&P methods are particularly attractive for problems with this feature
as they allow us to split the mixed-integer programming problem into
more manageable pieces corresponding to single scenario subproblems.
The B&P algorithm is motivated by the Mixed Integer Finite Basis
Theorem (Theorem 4.30 in [16]) which allows the representation of a
bounded integer polyhedron (e.g. I's defined by constraints (5.1), (5.3),
(5.4) and (5.5) of SBSP) by a convex hull of integer points. This method
applies the Dantzig-Wolfe decomposition principle to a master problem
which enforces non-anticipativity as well as integer requirements on the
decision variables. As with traditional Dantzig-Wolfe decomposition,
the number of variables in the master problem is exponential in terms of
the original problem size. Hence the algorithm proceeds by generating
columns as needed. Thus, only a subset of variables is handled in a
restricted master problem (SBS-RMP) which is formulated as follows:

. ~ i
Min E Cis " Oy

SES, 1€Qs
s.t.
[SBS — RMP] a0k = 2y Vte T, VseS. (5.14)
i€Qs
Y ai=1 VseS. (5.15)
1E€EQs
aiZO Vie @, VseS8.
ZH(t,s) € VA VieT, Vse S.

where ¢&; , is the total cost associated with the ith column of scenario
s, and Q; is the index set of columns in the SBS-RMP which be-
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long the finite set of points of I'y. Constraints (5.14) and (5.15) are
the non-anticipativity constraints and the convexity constraints respec-
tively. The integer requirements are imposed directly on the convex
combinations that arise in the master formulation.

To verify the optimality of the solution provided by the restricted
master problem (SBS-RMP), we have to verify that columns that are
not listed in the restricted master do not generate an improvement of
the objective function, if added to the restriction SBS-RMP. This task of
verifying the SBS-RMP optimality is accomplished by solving a pricing
program for each scenario s € §. For each scenario, the pricing problem
will be a deterministic batch-sizing problem. In our implementation,
we solve the deterministic batch-sizing problem using a customized dy-
namic programming algorithm, where the state variable of the system
is the inventory level and the control actions are given by the possible
production levels. The transition function of the system from one stage
to the next is represented by constraint (5.1) of the formulation given
in § 1. If a column has negative reduced cost, thus improving problem
objective function, it is added to the SBS-RMP.

This process is continued until no more columns price out negative and
the LP relaxation of SBS-RMP is solved. If the integrality conditions on
the decision variables are not satisfied, the branching phase takes place.
A straightforward branching scheme for the SBS-RMP is based on the
partition of the solution space using the original problem variables for
which we impose the integer requirements. Therefore, if a component of
the Z vector of the master LP solution (&, Z) is fractional, say the i-th
component, then the branching takes the form

zi < |Z] or zi > [Zi].

The branch-and-price algorithm is summarized as follows.

Let s dual variable associated with the convexity constraint ( 5.15),
ut,s dual variables associated with the non-anticipativity
constraint ( 5.14)

Initialization set

ms=00 and Qs =0 Vs S,

u,s =0 VseS, VteT,

UB = oo or equal to the objective function of some computed
feasible solution.

Step 1 Vs € S solve the pricing problem:

. s T/, 4 i -7 .3 ) T
min QS =p (CS) (x1,37""xT.S’11,57"')lT,S’y1,37"',yT,S)

) 3 -2 -3 i 2
s.1. (xl,s) e 7xT,s:'Ll,57 e 1/LT,s)y1,sa LN 1yT,s) € I—‘s
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where Cs = (C'i] — Ul,sy: -+ ,C"} — UT,s, h1,s, ey hT.s,fl.s, ey fT’s). If Qs < 75
add the column to the current SBS-RMP (i — @) with total cost computed
using the original cost vector. Otherwise go to Step 5.

Step 2 Solve the linear relaxation of the restricted master problem RMP, and update
dual variables u¢,s and 5.

Step 3 If z; € Z* Vi€ § goto Step 4 b, otherwise go to Step 4 a.

Step 4 a Select i € &: z ¢ Z* and define two subproblems adding the constraints

Ts < lzi]  or  ee > [z] Vt, s Hes =1

Go to Step 5.
Step 4 b If
35 eV : @ Ty =0 and Tes+2ie >0

then branch on y4,s). For each newly generated node of the search tree define
an appropriate SBS-RMP, consistent with values assumed by the branching
variables, i.e. eliminate all the columns whose entries are not consistent with
the branching variable.

Otherwise update the incumbent solution.
Step 5 Select an active node of the branching tree and go to Step 1, otherwise the
current solution is optimal, STOP.

For a more comprehensive description of branch and price applied to
Stochastic Integer Programming problems the reader may refer to our
related paper [14]. Moreover, a discussion on practical issues concerning
efficient implementation is given in Barnhart et al. [4], Johnson et al. [11]
and Martin [16] .

3. Computational Results

In this section we provide some computational results on the stochas-
tic batch-sizing problem. We will first study whether the quality of the
LP relaxation has an impact on the computational time for the B&P
algorithm. Towards this end, we study differences due to the Krarup-
Bilde formulation, and the formulation provided in §2. Following this
experiment, we study the viability of the B&P algorithm suggested in
the previous section.

We begin by describing the test instances used in our study. Our ex-
periments involve ten randomly generated batch-sizing problems, each
involving six decision stages. For each instance, the scenario tree has
the structure of a binary tree. For node n of such a tree, the condi-
tional probability associated with one branch is p,, and that for the
other branch 1 — p,. Here p,, is chosen from the uniform [0,1] distribu-
tion. By choosing alternative values of p,, as well as demands we can
generate different problem instances. The characteristics of the scenario
tree for the test instances used in our computational analyses are given
in Table 5.1.
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Table 5.1. Dimension Parameters for Test Instances

Class of Number of Number of Scenario Tree
Instances Stages Scenarios Nodes

6-32 6 32 63

Our experiments were conducted on a workstation SUN Ultra 80 with
two processors and 1 GB RAM. For the CPLEX Branch-and-Bound
method (CPLEX-MIP), we implemented the formulations using AMPL
as modelling language, while the branch-and-price method has been im-
plemented using BCP (a framework for Branch, Cut and Price algo-
rithms), which is part of COIN-OR, the Common Optimization INter-
face for Operations Research [6]. As the LP engine to solve the linear
relaxation of RMP, we used CPLEX 7.0, while the subproblems were
solved using a customized dynamic programming algorithm.

We first evaluate how well the Krarup-Bilde formulation performs in
the context of the stochastic batch-sizing problem (KB-SBSP). On this
subject, we compared the relative gap of the Krarup-Bilde formulation
(5.6-5.10) with the one shown by the original formulation (5.1-5.5). The
relative gap is the percentage deviation between the optimal value of
the problem and the optimal value of its linear relaxation. As reported
in Table 5.2, we observe that the Krarup-Bilde formulation provides
slightly better relative gaps than those provided by the original SBSP
formulation. However, the difference between the two formulations is
not as significant as reported for the stochastic lot-sizing problems (see
Ahmed, Parija and King). Moreover, the SBSP formulation seems to
dominate the Krarup-Bilde formulation in terms of solution times (CPU
secs.) as well as the number of iterations. In view of these consider-
ations, we continue the remainder of our experiments using the SBSP
formulation.

Table 5.2. SBSP formulation vs. Krarup-Bilde formulation

SBSP KB-SBSP
P LP  Gap(%) CPU lters LP  Gap(%) CPU Tters
15973 14699 8.67 0.02 64 14784 8.04 0.1 470
14556 13126 10.89 0.02 63 13211 10.18 0.11 529
16175 14839 9.00 0.02 63 14923 8.39 0.08 477
14255 12929 10.26 0.02 63 13015 9.53 0.11 519

16389 15098 8.55 0.03 64 15183 7.94 0.15 532
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We evaluate the effectiveness of the B&P algorithm by comparing its
performance with that of CPLEX branch-and-bound method (CPLEX-
MIP). A time limit of 100 sec. was imposed for both the solvers. So-
lution statistics for B&P and CPLEX-MIP for all the instances solved
are reported in Table 5.3. First, we have to highlight that CPLEX-MIP
was not able to solve any of the instances, with the exception of the
ninth instance, within the imposed time limit. With reference to the
same statistic, the branch-and-price algorithm ran at most for 2.09 sec.
Differences between the two methods are also much more evident when

Table 5.8. Branch-and-price versus Branch-and-Bound

B&P solution SBSP-Cplex solution

Instance Total Optimal Best MIP B&B
running O.F. O.F. nodes

time value value Iter.ns
1 0.85 15973 16011 188214 97504
2 1.00 14556 14759 170542 81958
3 1.04 16175 18702 202202 98684
4 0.89 14255 15033 207672 89913
5 0.90 16389 17525 207134 84072
6 1.02 14793 16503 206209 97108
7 0.74 15404 15474 181633 75219
8 1.09 15315 15315 162929 80350
9 2.09 14632 14632(*) 107315 52648
10 0.80 14721 15404 204604 103068

) optimal solution, CPU time: 72 sec.

comparing the number of nodes of the search tree. Indeed, the branch
and price procedure did not branch at all, while CPLEX-MIP visited
thousands of nodes within the time limit. These results demonstrate
the quality of our method and the viability of using branch-and-price as
a methodology for special structured multi-stage SMIP problems.

Analogous computational results have been obtained for the proba-
bilistic version of the problem, see Table 5.4.

Because of the combinatorial structure of the non-anticipativity con-
straints, the probabilistically-constrained version of the stochastic batch-
sizing problem requires a greater number of search nodes.

The results shown in Table 5.4, highlight one of the intriguing points
of our branch and price implementation. The computational time re-
quired for the entire process, given by the sum of the time to solve the
linear relaxation of the restricted master problems (Time for LPs), time
spent to generate columns (Time in VG) and time for the execution of
strong branching procedures (Time in SB), is dominated by the amount
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Table 5.4. B&P results for the Probabilistic formulation with g=.90

Instance Total B&B Time Time Time

running nodes for in in SB
time LPs VG

1 5658.85 209 1007.88 52.85 18.61
2 3667.38 213 658.79 36.32 20.31
3 2270.67 149 473.04 15.57 8.55
4 789.72 81 131.94 5.25 4.65
5 1531.73 127 269.71 17.25 7.39
6 351.30 49 61.63 4.89 211,
7 3134.64 185 692.80 17.83 10.13
8 1365.17 121 169.82 14.47 7.75
9 585.23 79 94.35 5.3 2.9
10 386.85 67 62.42 4.17 2.4

of time required in traversing the search tree. In fact, an inordinate
amount of time is spent in traversing the search tree. The inefficiencies
of the tree management routines affect irremediably the solution times
of the probabilistically constrained version of the stochastic batch-sizing
problem. While the number of nodes still remains manageable, the in-
crease in running times limits the scalability of the proposed method for
the formulation with probabilistic constraints.

4. Solutions from Alternative Models

In this section, we highlight the differences among solutions obtained
by solving both the full recourse model and the probabilistic one. In par-
ticular, we compare full recourse solutions with probabilistic constrained
solutions obtained by solving the probabilistic constrained model using
two service levels, g = 0.90 and g = 0.75.

Due to computational difficulties with the probabilistic constrained
problem, in this section we restrict our study and analysis to a five-stage
problem. Again we use a scenario tree with a binary tree structure, as
described in § 3.

For each scenario accommodated in the solution, the value of inven-
tory level across the stages of the problem defines an inventory level
trajectory or path. Figure 1.1 reports an example of a five-stage sce-
nario inventory trajectory. More precisely the inventory trajectories for
the recourse and probabilistic solutions are given. On the abscissa we
report the stage of the problem. In the histogram the full black, the
reticulate and the dotted bars refer to the full recourse and probabilistic
constrained solutions with ¢ = 0.90 and g = 0.75 respectively. As we
can see, the probabilistic constrained solutions exhibit a lower level of
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inventory than that provided by recourse solution. Analogous trends
are exhibited in the other single-scenario inventory paths. To provide
an overview on such trend, in Figure 1.2, we plot the period-by-period
average value of inventory (averaged across all scenarios).

|
= OO
T
M
»|
u|
us

Figure 5.1.  Scenario inventory level.

Again, the full, dashed and dotted lines refer to recourse, probabilistic
with ¢ = 0.90 and probabilistic with g = 0.75 solutions respectively. The

line representing the recourse solution inventory level is above the other
two lines.

Average lmventary Level

Figure 5.2. Awerage scenario inventory level.
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In most of the instances solved, we note this system behavior. Unfortu-
nately, it is not possible to give a description of inventory that is concise
and complete. Table 5.5 reports the average values of inventory (across
all scenarios) and standard deviation associated with these inventory
paths. Furthermore, we also report the maximum value of inventory
level in the solution.

Table 5.5. Inventory level statistics

q=0.75 q = 0.90 q=1.0
Ist avg(p:) avglo:) max avg(p) avglo;)) max  avg(u) avglo;) max
1 6.42 7.58 29 5.86 6.32 29 6.56 7.62 29
2 5.04 4.42 9 5.00 4.30 9 9.31 9.44 34
3 4.25 4.35 18 4.68 5.18 18 5.69 6.70 22
4 6.13 7.14 31 5.82 6.78 31 7.86 9.06 33
5 2.43 4.04 20 6.64 9.85 31 7.84 10.69 31
6 5.00 6.22 36 6.07 7.62 36 5.88 7.15 36
i 2.91 2.53 9 4.11 4.94 20 3.78 4.50 20
8 3.33 3.20 10 3.79 3.97 19 4.16 4.54 19
9 7.45 6.67 29 7.54 9.49 30 7.75 9.04 30
10 4.04 3.72 9 3.93 3.60 9 5.09 5.49 25

In seven out of ten instances, probabilistic solutions with ¢ = 0.75
have lower mean and standard deviation of inventory. Moreover, prob-
abilistic solutions with ¢ = 0.75 show lower maximum inventory in all
the instances solved.

It is important to note, that the statistics reported Table 5.5 do not
provide a rigorous description of inventory, since there is a correlation
between single scenario inventory paths and there are averaging effects
due to the different number of scenarios accommodated in each solution
(those with g = 0.75, 0.90 and 1.0).

The difference in inventory level between the recourse and probabilis-
tic solutions is more and more significant as the cost structure of the
stochastic batch-sizing problem has higher and higher fixed costs and
the demand shows higher and higher volatility. The motivations of such
behavior may be brought back to the following considerations. First,
due to high fixed cost, the decision policy is to satisfy the demand of
several periods with large productions whenever they occur. Second, if
demand is highly volatile, productions should be fairly large to satisfy
all the possible scenario demand outcomes. On the other hand, if fixed
costs are negligible with respect to production and inventory costs (as in
some flexible manufacturing systems and just-in-time operations), then
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the differences between solutions from a probabilistically constrained
model and a recourse model may not be significant.

Solutions with higher g represent fewer stock-outs and hence more re-
liable. Obviously, higher reliability comes at a cost. A trade-off between
reliability and costs may be depicted as shown in Figure 1.3. Reliability

15
I

Figure 5.8. Reliability vs. Cost

cost (backlogging) should be equal to the objective function difference
between the full recourse problem and the probabilistic problem

From an operational point of view, we may choose the level of ser-
vice corresponding an acceptable cost structure. Such insights are made
possible by the models and algorithm studied in this paper.

5. Conclusions

In this paper, we have studied the stochastic bath sizing problems
in which demand, production, inventory and set-up costs are uncertain
problem parameters, all of which evolve as discrete random variables.
This hypothesis allows us to represent uncertainty be means of a sce-
nario tree. In addition to the recourse formulation, we have presented
a probabilistically constrained version, whose solutions accommodate
a restricted number of scenarios. The latter approach may be viable in
situations where the cost of meeting demand for all scenarios may be ex-
orbitant. The solution approach that we adopt for these problems may
be classified as a branch and price method. One of the main advantages
of our approach is that it allows us to build on the wealth of knowledge
that has been developed in connection with the deterministic version of
these problems. Moreover, we handle the recourse formulation, and the
probabilistically constrained formulation within the same framework.
Through our computational experiments, we have also come to a variety
of conclusions. First, we note that the advantage of the Krarup-Bilde
reformulation does not seem to translate to lower computational times
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for the batch-sizing problem. As regards the B&P methodology, it turns
out that it is quite effective for the recourse constrained model. How-
ever, the multiple-choice constraints in the probabilistically constrained
formulation make the model significantly more difficult. Through our
study, we have also demonstrated how trade-offs between cost and reli-
ability can be investigated for the stochastic batch-sizing problem.
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Abstract  In this paper we review the Disjunctive Decomposition (D?) algorithm
for two-stage Stochastic Mixed Integer Programs (SMIP). This novel
method uses principles of disjunctive programming to develop cutting-
plane-based approximations of the feasible set of the second stage prob-
lem. At the core of this approach is the Common Cut Coefficient Theo-
rem, which provides a mechanism for transforming cuts derived for one
outcome of the second stage problem into cuts that are valid for other
outcomes. An illustrative application of the D* method to the solution
of a small SMIP illustrative example is provided.
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Introduction

Stochastic Mixed Integer Programs (SMIP) comprise one of the more
difficult classes of mathematical programming problems. Indeed, this
class of problems combines the extremely large scale nature of stochas-
tic programs and the inherent computational difficulties of combinato-
rial optimization. The main difficulty in solving two-stage stochastic
mixed-integer programs is that the recourse costs are represented as
the expected value of a mixed-integer program whose value function is
far more complicated than the value function of a linear program. In
general, the expected recourse function is non-convex and possibly dis-
continuous. In this paper we illustrate the Disjunctive Decomposition
(D?) algorithm with set convexification for two stage SMIP, proposed
by Sen and Higle [2000].

The method uses the principles of disjunctive programming to develop
a cutting-plane-based approximation of the feasible set of the second
stage problem. This task is streamlined via the Common Cut Coeffi-
cients (C%) Theorem (Sen and Higle [2000]), which provides a simple
mechanism for transforming cuts derived for one instance of the second
stage problem into cuts that are valid for another instance. This sig-
nificantly reduces the effort required to approximate the convexification
of the feasible set, a task that must be undertaken for each possible
outcome of the random variables involved. In this paper, we illustrate
the D? algorithm and the manner in which the C® Theorem is used to
reduce the computational effort. Because the methodology is related to,
but distinctly different from, the work of Carge[1998], we also use this
forum to highlight the relationship between the two approaches.

This paper is organized as follows. In §1 we summarize the results
of Sen and Higle [2000], and identify connections between their work
and that of Carge[1998]. In §2 we illustrate the application of the D?
Algorithm with a simple numerical example with both first and second-
stage binary variables. Finally, a discussion and our conclusions are
found in §3.

1. Background

In this section we summarize the main results from Sen and Higle
[2000] that are critical to our illustration of the D? algorithm. In partic-
ular, we review the C? theorem and discuss the details of its application.
For a more thorough explanation of disjunctive decomposition concepts,
proofs, and the derivation of the D? algorithm, we refer the reader to
Sen and Higle [2000]. Throughout this paper we consider the following
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stochastic mixed integer program (SMIP):

Min ¢’z + E[f(z,o)], 6.1

Min o+ 5[f(a,0) (6.1)

where X C R™ is a set of feasible first stage decisions, B C 9™ is the

set of binary vectors, @ is a random variable defined on a probability
space (2, A, P), and for any w €

flz,w) = Min g, u+g] z, (6.2a)
s.t. Wyu+ Wy = r{w) — T(w)z, (6.2b)
u € R,z € B, (6.2¢)

It is assumed that X is a convex polyhedron, 2 is a finite set, and that
f(z,w) < oo for all (z,w) € X x €. Moreover, we assume that by using
appropriately penalized continuous variables, the subproblem (6.2) re-
mains feasible for any restriction of the integer variables z. Note that the
inclusion of integer variables in the second stage problem, (6.2), is the
primary source of the computational and algorithmic challenges associ-
ated with (6.1). In particular, in order to evaluate the SMIP objective
cx + E[f(z, )], it is necessary to solve (implicitly or approximately) the
MIP (6.2) for each w € ). Moreover, the structural difficulties associ-
ated with MIP objective functions are well documented (see, e.g., Blair
and Jeroslow [1982] and Blair [1995]). These difficulties are compounded
by the fact that the expected value operations associated with the SMIP
objective function amounts to a convex combination of the complicated
individual MIP objective functions. The C® Theorem exploits the spe-
cific structure of (6.2), thereby permitting a computationally streamlined
development of SMIP objective function approximations.

1.1 Common Cut Coefficients

In an effort to develop approximations of the SMIP objective, we begin
with an approximation of the convex hull of feasible integer points for
(6.2). This set can be expressed as a disjunction,

S=1J s
heH

where H is a finite index set, and the sets {Sj}rcp are polyhedral sets

represented as
Sh={y | Why = s,y =2 0}

Within our setting, we have y = (u, z) as in (6.2) and ry, includes r(w) —
T(w)z. More formally, we note that the constraints in (6.2),

Wuu+ W,z > r(w) - T(w)x
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vary with the first stage decision, x, and the scenario w. Consequently,
the disjunctive representation of the set depends on (z,w) € X x Q,

S(z,w) = | J Sulz,w), (6.3)

heH

where
Sp(z,w) = {y | Whyu + Wi,z > mp(z,w),u, 2 > 0}.

A convex relaxation of the nonconvex set (6.3) can be represented by a
collection of valid inequalities of the form

T
u

Tau4 ) z > mo(z,w).

While the disjunctive representation depends on (x,w), the C® Theorem,
which we state below, ensures that as the argument changes, cut validity
can be maintained by a shift in the right-hand-side element without

altering the gradient of the cut. In the following we use ny = n, + n,.

Theorem 1 (The C® Theorem). Consider the stochastic program with
fixed recourse as stated in (6.1), (6.2). For(z,w) € X xQ, letY (z,w) =
{y=(u,2) | Wy > r(w) — T(w)x,u € RY*,z € B}, the set of mixed-
integer feasible solutions for the second stage mixed-integer linear pro-
gram. Suppose that {Ch,dp}hen, is a finite collection of appropriately
dimensioned matrices and vectors such that for all (z,w) € X x Q

Viz,w) € |y e R2 | Chy > dn).

heH
Let
Sh<w7w) = {y € 9{12 I WZU > T(LU) - T(w)machy > dh},
and let
S=J Sulzw).
heH

Let (Z,) be given, and suppose that Sy(Z,&) is nonempty for allh € H
and ™y > 7o(Z,@) is a valid inequality for S(%,&). There exists a
function, mp : X xQ — R such that for all (z,w) € XxQ, Ty > mo(z,w)
is a valid inequality for S(x,w).

Proof. See Sen and Higle [2000].

The C3 Theorem ensures that a valid inequality for the set S(Z,&)
of the form 7'y > mo(Z,) can be translated to an inequality, 7'y >
wo(z,w) that is valid for the set S(z,w). The cut coefficients, 7, are
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common to both sets. Thus, one may derive the left hand side coeffi-
cients, m, which may be applied to all scenario problems. The right hand
side 7o (z,w) is derived as necessary for each pair (z,w) using a strategy
from reverse convex programming in which disjunctive programming is
used to provide facets of the convex hull of reverse convex sets (Sen and
Sherali [1987]). Given the valid inequalities, 7"y > mo(z,w), a lower
bound approximation for the scenario subproblem objective function is
given by:

flz,w) > fo(z,w) =Min g'y (6.4a)
st. Wy2>rw)—-T(wz (6.4b)

7Ty > mo(x, w) (6.4c)

y >0 (6.44)

(6.4¢)

We note that a version of Theorem 1 appears in Carge[1998], although
there are some critical distinctions between Sen and Higle [2000] and
Carge[1998]. Specifically, while Sen and Higle [2000] work within the
context of the temporal decomposition indicated in (6.1,6.2), Carge[1998]
works within the context of the “deterministic equivalent problem”,

Min ¢’z + Z Do (Ga Uy + 97 20)
weN
st. T(w)x+ Wyuy, + Wz, = r(w) Yw e )

reRY, w, € Ry, 2, € B™ Yw € .

Accordingly, Carge’s cuts may be translated from one scenario to an-
other, while being restricted to the higher dimension of (z,u,,2,) as
compared to the (u,, z,) dimension restriction of the Sen and Higle cuts.
It follows that the Sen and Higle cuts permit both a temporal and sce-
nario decomposition (i.e., wrt to  and w), while Carge’s are restricted to
only scenario decomposition (i.e., wrt w). Another recent paper, Sher-
ali and Fraticelli [2000] also uses cuts in this higher dimensional space.
Their approach uses the formulation-linearization techniques (Sherali
and Adams [1990]) to construct their approximation.

1.2 Convexification of the Right-Hand-Side
Function

As discussed in Sen and Higle [2000], the function #g{z,w) is piecewise
linear and concave in the first argument. That is,

mo(2,w) = Min{Fh(w) ~ Ja(w) "}
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for a specified collection {7 (w),¥n{w)}nen. Consequently, it is neces-
sary to develop a convexification of the function in order to facilitate
the solution of the lower bounding approximation (6.4). This is accom-
plished using reverse convex programming techniques, in which disjunc-
tive programming concepts are used to obtain the convex hull of reverse
convex sets (Sen and Sherali [1987]).

To begin, let the epigraph of mp(-,w), restricted to € X be defined
as

Ix(w)={(6,2) |z € X,8 > mo(x,w)},
where X is a polyhedral set such that
X ={x e R} | Az > b},

where A € R™*™ and b € R™,
Also let

En(w) = {(6,) ]| 0 > 0p(w) — Fn(w) T2, Az > b,z > 0}. (6.5)

Then ITx(w) can be defined in disjunctive normal form as

Ix(w) = | J En(w).

heH

Thus the epigraph of function g can be represented as the union of half-
spaces, which is a disjunctive set. In order to convexify this set, we apply
the notion of reverse polars from the theory of disjunctive programming
(Balas [1979]). These sets (reverse polars) characterize the set of all valid
inequalities of a disjunctive set, with the extreme points providing facets
of the (closure of the) convex hull of the disjunctive set. The specific
construction that we adopt is provided below, and will be referred to
as the epi-reverse polar because it represents the reverse polar of the
epigraph of .

In the following, we assume that for all x € X, § > 0 in (6.5). As long
as X is bounded, there is no loss of generality with this assumption,
because the epigraph can be translated to ensure that # > 0. The epi-
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reverse polar of this set, HE( (w), is defined as

I (w) ={o0(w) € R, 0(w) € R™,8(w) € R such that
Yhe H, 31, € R, 100 €R
0'0(0.)) > Toh Yhe H

;TM =1 (6.6)

oj(w) > T,;rAj +70h’7hj(w) VheH j=1,..,n
d(w) < T};rb+ Tonvp(w) Yhe H
T 20,70, >0, Vhe€e H}

Note that the epi-reverse polar only allows those facets of the convex
hull of IIx (w) that have positive coefficient for the variable 6. If {7, 7}
are given then

conv(Ix (W) = {(8,2) | V(00(w),o(w),§(w)) € IT (w)
§(w) a

TeXb62 (Uo(w) oo(w)

Let (of(w), 0% (w), 6% (w))iez denote the set of extreme points of the

epi-reverse polar, and let v*(w) = %%% and v} (w) = 514(‘“—% For each
]

(z,w) € X x Q, let 7.(z,w) = Max;ez{vi(w) — vi(w) "z}. Then for each
w € Q, m.(-,w) is a convex function. Moreover, the epigraph of 7 (z,w)
restricted to X is the closure of the convex hull of IIx(w). We refer
to me(+,w) as the convex hull approximation of m(:,w), and note that
7o(z,w) = me(x,w) whenever z is an extreme point of X.

1.3 An Algorithmic Context for the C® Theorem

As a preview of the D? algorithm, let us consider the scenario sub-
problems in a temporal decomposition of the SMIP, (6.1). If we let
z* denote the first stage solution associated with the k** algorithmic
iteration, the subproblems are of the form:

fMa,w)=Min g'y
st Wy > r*w) - TFw)z (6.7)
y € R}?
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Of course, in the first iteration we have

fH(z,w)= Min g'y
st. Wy2>rw)—-T(w)x
y € R,

the LP relaxation of (6.2). Thus, the problem is initialized with W =
W, rl(w) = r(w), and T (w) = T'(w) as in (6.2). As iterations progress,
cutting planes of the form

mhy > mo(a*, w) = Maxse {vi(w) = vi(w) 2"}

are added to the subproblem, thereby refining the approximation of the
convex hull of integer solutions. As such, the vector 7% is appended to
the matrix W*~! and the element identified (v;(w),vi(w)) is appended
to (r*}w), TFYw)). Let y*(w) € argmin{g'y | Wky > r*(w) -
TH(w)z*, y € R}, If 28(w), the value assigned to integer variables
in y*(w) is integer for all w, then no update is necessary, and Whtl =
Wk, rk+l(w) = r8(w), and T (w) = T*(w).

On the other hand, suppose that the subproblems do not yield integer
optimal solutions. Let j(k) denote an index j, for which z;-c(w) is non-
integer for some w € (2, and let z;(;) denote one of the non-integer values
{z;? (w)}wen. To eliminate this non-integer solution, a disjunction of the
following form may be used:

Sk, w) = So iy (@*,w) | Sy, (2", w)

where
So.jiy (2", w) = {y € R | Why > rM(w) - T*(w)a" (6.8a)
—2ik) 2 %)} (6.8b)
and
S1iry (2", w) = {y € R | Wry > r¥(w) - TH(w)a (6.9a)

Zjky = [Zj()]

The index j(k) is referred to as the “disjunction variable” for iteration
k. Our assumptions ensure that the subproblems remain feasible for
any restriction of the integer variables, and thus both (6.8) and (6.9) are
non-empty. Also, since the disjunction is based on an either-or-condition,
H ={0,1} is used. It should be noted that when the integer restrictions
are binary, the right hand side of (6.8b) is zero, and the right hand side
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of (6.9b) is one. This is precisely the disjunction used in lift-and-project
cuts of Balas, Ceria and Cornuéjols [1993].

Let Xp,1 denote the vector of multipliers associated with (6.8a), and
Ao,2 denote the scalar multiplier associated with (6.8b). Let A;; and
A1,2 be similarly defined for (6.9a) and (6.9b), respectively. Assuming
that the sets defined in (6.8) and (6.9) are non-empty for all w € €2, the
following problem may be used to generate the common cut coefficients,
7, in iteration k:

Max  Elmo(@)] — Ely*(@)r
st w2 AW = IFXg 2 V)
RSN A OVR
mo(w) < A1 (F¥(w) = TH(w)a®) ~ A\ olZ) Yw e @ (6.10)
mo(w) < )‘1T,1 (r*(w) - T*(w)z*) + )‘1T,2 [Zjk)] Yw € Q
—-1<7; <1, V), —1<mw) <1, VweQ
Ao,y Ao, ALl A2 >0

J 1, otherwise.

The validity of the cut coefficients generated above follows from the
disjunctive cut principle (Balas [1979]) which requires the multipliers
(M) to be chosen in such a way that the cut coefficients are greater than
the aggregated columns as specified above. Since the coefficients 7 are
independent of w, the above LP generates common cut coefficients. This
LP/SLP is formulated following the standard approach of generating
valid inequalities in disjunctive programming (Sherali and Shetty [1980]),
and it optimizes some measure of distance of the current solution y*(w)
from the cut. It is interesting to note that this problem is a simple
recourse problem, and may be interpreted as a stochastic version of the
linear program used to generate the lift-and-project cuts.

Since the disjunction used for cut formation has H = {0,1}, the
epigraph mp(z,w) is a union of two polyhedral sets. Therefore, for each
w € £, the following parameters are derived from an optimal solution of
(6.10),

7§ (w) = Ag 17(w) — M2l 2yl
PP (w) = AL " (W) + A2lZim 1,

and
Fn(w)]" =M TFw), Yhe H
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are used to update the approximation of the polyhedron defined via (6.6),
which we denote as H& (w)®. This polyhedron represents the epi-reverse
polar, which provides access to the convexification of mp. Correspond-
ingly, for each w € €, the following LP is used to approximate 7o (z,w):

Max 6(w) — oo(w) — (z*) To(w)

st (o0(w), o), 6(w)) € (I (w))* (o0

With an optimal solution to (6.11), (cf(w),o"(w),é*(w)), we obtain
Vi (W) = i',;(f% and v*(w) = %ki“’—; For each w € €, these coefficientsare
UO (2% (TO

(w
used to update the right-hand-side functions r**!(w) = [r*(w), v (w)],
and T*F+1(w) = [T*(w)T;7*(w)]". Similarly, the solution to (6.10) is
used to update the constraint matrix, Wk+l = [(W*)T; z¥]T.
The master program is defined as:

Min c'z+ FF(z)
s.t. Az > b (6.12)
reX (B

where F¥(-) is a piecewise linear approximation of the subproblem ob-
jective function, E[f(z,&)] in the k** iteration.

14 Disjunctive Decomposition with Set
Convexification

The Basic D? Algorithm (Sen and Higle [2000]) can be stated as
follows:

Basic D? Algorithm
0. Initialize. V; « 0o. € > 0 and 2! € X are given. k «— 1, W! — W,
T (w) « T(w), and r*(w) = r(w).
1. Solve one LP Subproblem for each w € €2 For each w € 2, use the
matrix W* as well as the right hand side vector r*(w) — T*(w)z* to
solve (6.7). If {y*(w)}weq satisfy the integer restrictions,
Vg1 — Min{c"z* + E[f(z*,w)], Vi }, and go to step 4.
2. Solve Multiplier/Cut Generation LP/SLP and Perform Updates
Choose a disjunction variable ;(k).
(i) Formulate and solve (6.10) to obtain 7* anddefine
W’H'l:[(Wk)T;Wk]T.
(ii) Using the multipliers A§, A} and the value ;) obtained in (i) solve
(6.11) for each outcome w. The solution defines v*(w) and v*(w) which
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are used to update the right hand side functions: 7%t(w) = [r*(w),
VH(w)] and TF! (w) = [TH(w) ;9% (w)] "

3. Update and Solve one LP Subproblem for each w € 2 For each w €
) solve (6.7) using W*+1 and r5+1(w) — T*+(w)zk. If y*(w) satisfies the
integer restrictions for all w € Q, Viyy « Min{c"2* + E[f(z*,w)], Vi }.
Otherwise, Vi1 «— Vi.

4. Update and Solve the Master Problem Using the dual multipliers
from the most recently solved subproblem for each w € €2 (either step 1
or step 3), update the approximation F* by adopting a standard decom-
position method (e.g Benders [1962]). Let z*+! € argmin{c'x + F*(z) |
x € X}, and let v denote the optimal value of the master problem. If
Vi — vi < ¢, stop. Otherwise, k «— k + 1 and repeat from step 1.

2. An Illustration of the D? Algorithm

Consider the following two-stage SIP example problem with two sce-
narios:

Min ~1.5z; — 4o + E[f(x1, 29, w)]
st. xp,x9 € {0,1}

where,

fx1,2z9,w) = Min —16y; — 19ys — 23ys — 28y,
st =2y = 3y2 — dyz — 5ys > —~w' + 13
—6y1 — ly2 — 3ys — 2y4 > —w? + 25
Y1, Y2, Y3, ¥4 € {0,1}

The first stage variables are x = [z1,%,]", while the second stage
variables are y = [y1, Y2, Y3, 4] . There are two scenarios are w; = [5,2]"
and wo = [10,3]7, each occurring with probability 0.5. This instance is
motivated by the example in Schultz, Stougie, and van der Vlerk [1998],
where the second stage involves general integer variables. To ensure
that the subproblems remain feasible for any restriction on the integer
variables, we include an artificial variable, denoted R, which is penalized
in the objective at a rate of 100. Thus, we recast the problems as

Min —1.5z1 —4xs + 0.5f1 (21, 22, w1) + 0.5 f2(z1, T2, w2)
sit. x,me €{0,1}
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fi(z1,z0,w1) = Min —16y; — 19y2 — 23y3 — 28y, + 100R

and

st. =2y —3ys —4dys - dys + R > -5+ 1z
—6y1 — 1y —3ys —2ya + R> =2+ 9
Y1, Y2, Y3,Y4 € {071}> R > 0

folxy, o, we) = Min —16y; — 19y, — 23y3 — 28y4 + 100R

st. —2y1 —3y2—4dys —dya+ R > —10+ 23
—6yr —lya —3ys —2ys + R > =3+ a0
Y1, Y2, Y3, Y4 € {07 1}, R > 0

In this problem we have the following input data:

|
|

r(wl)

-1 0
0 -1V

-1
-1

[ 2 -3 -4 -5 1]
-6 -1 -3 -2 1
-1 0 0 0 0
0O -1 0 0 0o}
0O 0 -1 0 O
0 0 0 -1 0]
[ -1 0 ]
0 -1
= 8 8 for both scenarios,
0 0
0 0
e
-2
-1
=| ||
!
—1J
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and r{ws) =

Note that with A and b as defined above, binary solutions are extreme
points of X = {z : Az > b,z > 0}, as required. It is easily seen that
for binary values of the second stage variables a lower bound on the
objective —16y; — 19yp — 23y3 — 28y, is -86. In order to be consistent
with the requirement that the lower bound on the second stage objective
value must be zero, we translate the second stage objective function by
adding 86, thereby ensuring nonnegativity after the translation. We can
now start the D? algorithm.

Iteration 1 (k=1)

Step 0
The D? algorithm is initialized with the following master program:

Min —1.bxy —4xs +6
st. —x1 2> —1

~xg > —1

x1,22 € {0,1},6 > 0.

The initial master program yields z! = [1,1], and # = 0. The upper
and lower bounds are initialized as Vj = oo and vy = —5.5, respec-
tively. For the first iteration of the algorithm we set Vi = Vo, W! =W,
THw) = T(w), and 7 (w) = r(w).

Step 1

For step 1 of the algorithm we use z; = 1,22 = 1 and solve the linear
relaxation of the second stage subproblem for w; and ws, which we call
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LP, and LP,, respectively:
LP fl(l, 1,w1) = Min —16y; — 19y — 23y3 — 28y4 + 100R
st. —2y; —3ys —4ys —Sys + R > —4
=6y —lyo —3ys —2ya + R > —1

-y > —1
—y2 2 —1
~y3 > —1
—y1 2 —1

Y1, Y2, 3, Y4, £ 2 0.
and
LPy: fo(1,1,we) = Min ~—16y; — 19ys — 23y3 — 28y4 + 100R
st. —2y; —3ys —4dys — Sy + R > -9
—6y1 — lyo —3ys —2ys + R > -2

-y = -1
—y2 2 —1
—y3 > —1
—yq > —1

Y1, Y2,Y3, Y4, R > 0.

The optimal solution for LP; is y(w;) = [0,1,0,0], R(w;) = 0. and for
LPQ is y(wg) - [0, 1,0,0.5], R(wg) =0.

Step 2
Since y{wsy) does not satisfy the integer restrictions, we choose 4 as
the “disjunction variable” and create the disjunction y4 < Qor y4 > 1
for LP,. We formulate (6.10), which yields the vector 7! for updating
W1 and the data for (6.11) whose optimal solution is used to update
the right-hand side of the second-stage constraints. An optimal solu-
tion for (6.10) is 7! = [1,-1,1,-1,1], Ag1 = [0,0,0,1,0,0], Xo2 = 1,
A1 = [0,1,0,0,0,0], and Xy 2 = 1. We obtain W by appending 7! to
. W]
Wi W2 = 1 -1 1 =11
we formulate and solve (6.11) for both w; and wy. The optimal solution
for wyis d(wy) = ~0.5, op(w1) = 0.5, and o(w;) = [0,0]. Based on this
[r! (w)] }
—1 ’

]. Using the solution from (6.10),

solution we update r!(w;) and T (w) asfollows: r%(w;) = [

1
T?(w,) = { T (Ow)] 0 } For wy the optimal solution of LP (6.11)
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is d(wa) = =1, op(wz) = 0.5, and o(wy) = [0,—0.5]. Similarly, we up-
1
date r!(wy) and T'(wy) as follows: 7%(wy) = [ [ (w2)] }, T wq) =

-2
1
{ T 8’02)] 1 } This completes Step 2 of the algorithm.

Step 3

Solving (6.7), we obtain y(w;) = [0, 1,0,0], with R(w;) =0, and y(ws) =
[0,1,0.2,0.2], with R(ws) = 0. The dual solutions are

d(wy) =10,14,0,0,5,0,0] and d(wy) = [0,10.2,7.6,0,1.2,0,0]. V5 « Vi,
because the integer restrictions are not satisfied.

Step 4
Using the dual solution for each subproblem from Step 3, we formulate

the “optimality cuts” as in Benders’ decomposition. The resulting cuts
are 0z, ~ 14zo + 1 > —33 forw; and Oz — 17.8z9 + 75 > —47 for wo.
Since the two scenarios are equally likely, the expected values associated
with the cut coefficients yield Ozx; — 15.922 + n > —40. Applying the
translation ¢ = 1 + 86 we get Ox; — 15.929 + 6 > 46 as the optimality
cut to add to the master program:

Min —1.5z; —4dxo + 6

st. —x1 2> -1
—x9 > —1
0z — 15.929 + 0 > 46
x1,22 € {0,1},0 > 0.

Solving the master program we get x? = [1,0], # = 46 and an objective
value of 44.5. Therefore, the lower bound becomes vo = 44.5. The upper
bound remains the same, Vo = V| = oo, as before. This completes the
first iteration of the algorithm. Since Vo > vy k£ «— 2, and we begin the
next iteration.

Iteration 2

Step 1
We start the second iteration by solving the following updated subprob-
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lems with z? = [1,0]:
LP: fi(1,0,w1) = Min —16y1 — 19y2 — 23y3 — 28y4 + 100
st —2y —3y2 —4dys —bys + R > —4
—6y1 —y2 —3ys —2ya + R > -2
y1—Yya—ys —ys + R > -1

—y > =1
—yp > —1
—y3z > —1
—yy > —1

Y1, Y2, 8, Y1, 1L 2 0.
and

LP;: f2(1,0,w2) = Min —16y1 — 19y2 — 23ys — 28y4 + 100RR
st. —2y1 — 3y —4dys —Sys + R > -9
—6y1 —y2 —3y3 — 2y4 + R > -3
Yi—y2 — Y3 —ya+ R = -2
-1
—1

[
@ k Q
1\/ I\/ I\/ [\/

—1
—yq > —1
Y1, Y2, Y3, ¥, £ 2 0.

The optimal solution for LP; is y(w;) = [0.108108, 1,0.027027, 0.135135]
and for LPs it is y(we) = [0,1,0,1].

Step 2
Since y(w;) does not satisfy the integer restrictions, we choose ¥4 as

the “disjunction variable” and create the disjunction y4 < 0 or y4 > 1
for LP;. We formulate and solve (6.10), which yields the data used
to update W' and to formulate (6.11) whose optimal solution is used
to update the right—hand side of the second-stage constraints. Solving
LP (6.10) we obtain #% = [0, -0.5,0,—0.5,1], Xg1 = [0,0,0,0,0.5,0,0],
)\02 0.5, /\11 = [0 0.125,0,0.375,0,0 O] and /\1,2 = (0.125. We obtain
2
W3 by appending 7% to W2 W3 = 0 05 [Vg ] 05 1 } Us-
ing the solution of (6.10) we formulate and solve (6.11) for both w; and
wg. The optimal solution for wy is §(wy) = —0.25, op(w1) = 0.5, and
o(wy) = [0,0]. Based on this solution we up%ate r2(w1) and T?(wy) as
2
follows: 73(w;) = { [T_(Sué)] }, T3(wy) = { [T E)wl)] 0 }
For wo the optimal solution of LP (6.11) is 6(wq) = —0.5, og(wa) = 0.5,
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and o(wz) = [0,0]. Similarly, we updater?(wy) and T?(ws) as follows:

[r(w2)] } () — [ [T(w»)]

r3(wy) = 1 0 0 } This completes Step

2 of the algorithm.

Step 3
Solving (6.7) we obtain y(w;) = [0.0556556,1,0.22222,0] with R = 0,

and y(wz) = [0,1,0,1] with R = 0. The dual solutions are d(w;) =
[5,1,0,2,0,2,0,0] and d(wy) = [0,7.667,0,0,0,11.333,0,12.667]. V3 «—
V> because the integer restrictions have not been met.

Step 4
Using the dual solution for each subproblem from step 3, we formu-

late the “optimality cuts” as in Benders’ decomposition. The resulting
cuts are —dx; — lzg +m > —30 for wy and Ox; — 7.667xy + 1o > —47
for wa. The expected value associated with the cut coefficients yields
~2.5z7 — 4.334z9 +n > —38.5. Applying the translation § = n + 86
we get —2.5z7 — 4.334z5 + 8 > 47.5 as the optimality cut to add to the
master program:

Min —1.5z; —4x9+6

st. —x1> -1
—X2 > -1
Oxy — 15.929 + 8 > 46
—2.521 —4.33429 + 6 > 47.5
x1,29 € {0,1},6 > 0.

Solving the master program we get 3 = [0,0], § = 47.5 and an objective
value of 47.5. Therefore, the lower bound becomes vy = 47.5. k «— 3,
and we begin the next iteration.
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Iteration 3

Step 1
We start the third iteration by solving the following updated subprob-

lems with 22 = [0,0]:

LP;: f1(0,0,w1) = Min —16y; — 19ys — 23ys — 28y4 + 100R

st. —2y1 —3ya—4ys —bys + R > -5
—6y1 —y2 —3ys —2ya + R > -2
Vvi—y2—ys—-yat+tR>-1
01 — 0.5y2 ~ Oyz — 0.5y4 + R > —0.5
-y 2 —1
—y2 2 —1
—y3 2 —1
—ys 2 —1
Y1,%2,Y3, Y1, B > 0.

and

LPy: f2(0,0,wz) = Min —16y; — 19y, — 23ys — 28y4 + 100R
st. —2y1 —3y2~4ys —Sys + R > ~10

—6y1 —y2 —3ys —2ya + R 2= -3
M—Y2—Ya—ya+R2> -2
Oy1 —0.5y2 — 1lys ~ 0.5ya + R > —1
-y 2 -1
—y2 2 —1
—ys = —1
~Ya = —1
Y1, 2,3, Y4, R 2 0.

The optimal solution for LP; is y(w;) = [0,0,0,1}, R(w;) = 0 and
for LP, the optimal solution is y(w2) = [0,1,0,1], R{ws) = 0. The
dual solutions are d(w;) = [0,7.6667,0,25.333,0,0,0,0] and d(ws) =
[0,7.667,0,0,0,11.333,0,12.667]. We now have an incumbent integer
solution =z = [0,0], y(w1) = [0,0,0,1], y{ws) = [0,1,0,1], 6 = 86 +
0.5(—28) -+ 0.5(—47) = 48.5.

Vi «— Min{48.5,V3} = 48.5. We go to step 4 of the algorithm.
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Step 4
Using the dual solution for each subproblem from Step 3, we formulate

the “optimality cuts” as in Benders’ decomposition. The resulting cuts
are 0z —7.667xo +m > —28 for wy and 0z —7.667xo +1ny > —47 for wy,
and the expected values yield 0z; — 7.667x2 + 1 > —37.5. Applying the
translation 8 = 1+ 86 we getOz; — 7.667x2 + 6 > 48.5 as the optimality
cut to add to the master program:

Min -1.5z; —4dxy+ 6

st —xq>—1
—x9 > -1
01 — 15924 -+ 6 > 46
~2.5x1 —4.334x0 6 > 47.5
0x; — 7.667x9 + 0 > 48.5
x),x2 € {0, 1},9 > 0.

Solving the master program we get z? = [1,0], § = 50 and an objective
value of 48.5. Therefore, the lower bound becomes v3 = 48.5. Since the
upper bound (V3 = 48.5) and the lower bound are now equal, the algo-
rithm terminates and we have an optimal solution: x = [0,0], y(w;) =
[0,0,0,1], y(w2) = [0,1,0,1] and objective value —37.5. It so happens
that both [0,0] and [1,0] are optimal for the master problem, but op-
timality can only be concluded for the point [0,0], since that is the
incumbent.

It is interesting to note that while the cuts used in LFP; and LP; in
iteration 3 were obtained at 2! = [1,1] and 22 = [1,0], integer solutions
(y(w1) = [0,0,0,1] and y(wz) = [0,1,0,1]) were obtained with the first
relaxations solved at x2 = [0,0]. The credit for this should go to the C*?
Theorem.

3. Conclusions

This paper has presented the main results on set convexifications for
large scale Stochastic Integer Programming and has given an illustration
of the new decomposition method called the D? algorithm. At the heart
of this novel method is the C® Theorem, which allows both a temporal
and scenario decomposition of the SMIP. We have used a simple exam-
ple to illustrate the application of the D? algorithm. In this example
the D? algorithm converges to an optimal solution in three iterations.
The example clearly illustrates how the second-stage convexifications are
sequentially carried out and how they impact the first stage objective
function.
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Our primary focus in this paper is the generation of cutting planes
within a temporal decomposition of two-stage SMIPs. We note, how-
ever, that cutting planes alone are typically inadequate for solving large
mixed-integer programs. Thus, our ultimate goal is to use cuts such as
those discussed in this paper within a Branch-and-Cut (BAC) setting,
where a careful generation of cuts is necessary to further enhance the
success of BAC-type algorithms for solving SMIP problems. Therefore,
our future work is to incorporate the D? algorithm in a branch-and-cut
setting. Moreover, the computational demands of this class of problems
calls for the use of high performance computing platforms.
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